INTUIT

CG Infrastructure Isolation Project
Server Provisioning Documentation

This document is in a high state of flux at this time. Some parts
have been reviewed and a walkthrough done and other parts
have changed in the last 48 hours and we haven’t had time to
review all of it before presenting it to the team.

Note: For any changes to this document email your
comments/suggestions to:

Lin Laurie (in all cases)

And add the appropriate SME:

¢ Vinay (Bare Metal and Big Data)
e Jason (VM)
e David (TTO)
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OVERVIEW

The purpose of the project is to create a sub-data center for TurboTax so as to minimize tax season
operational impacts to other applications. By isolating the TurboTax infrastructure from the impact of
other applications and vice versa we are shielding TurboTax within its own data center. The scope of this
project includes:

o (TG
e (CTO
e EBS

Here is the server breakdown by data center:

QDC-B QDC-E LVDC-A LVDC-B
TurboTax Online (TTO) PERF PROD PERF PROD
My TurboTax (MyTT) NA PROD NA PROD
Service Platform (SP) NA PROD NA PROD
Data Platform (DP) NA PROD NA PROD

Notes:
e Previous year data will stay with existing system in QDC-C.
e Splunk and Wily monitoring included for TTO, MTT, and CFP.

SERVER TYPES
You will be setting up the following types of servers:

Web App Database

TurboTax Online (TTO) %} |

My TurboTax (MyTT)

Service Platform (SP)

N ® ®H H

Data Platform (DP)
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TERMINOLOGY

Sometimes the language concerning building servers can be confusing. So for the purpose of being on
the same page, in this documentation we are using the following terminology to have the defined
meaning listed below:

OS Deployment

This term refers to the parts of the process including:

e Building the Opsware QuickBase server record that generates the change request and the initial
auto-provisioning that occurs when you receive a message stating that the Provisioning was
successful.

e The Provisioning the Server process where you log into the DRAC and perform the PXE boot.
e Switching Ports to VLAN using NetGenie (also known as “flipping the ports”).

e Post Provisioning — This includes running scripts. For TurboTax Online (TTO) BMs, there will be
additional specific Post Provisioning processes that will be handed off to David Foster so he can
perform additional tasks to build servers needed by TTO.

Build Complete, Built, or Other Terms

Any of these terms will imply that the provisioning process is complete and servers are ready for handoff
to the Apps group for additional work.

Once all of these processes have been completed, we can call the server as being BUILD COMPLETE.
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BEFORE YOU BEGIN

You should have checked your access to the QuickBases and tools we will be using prior to reading this
document (see the Welcome email from Lin Laurie).

Note: See the Welcome Letter for additional information about gaining access to a specific tool.
QuickBase Access

You will need to request read/write access to the following QuickBases:

e |solation Server Build QuickBase — Owned by Terry Barker
https://intuitcorp.quickbase.com/db/bi45ifbmw

e Opsware Implementation QuickBase - Owned by Matt Bowdin
https://intuitcorp.quickbase.com/db/bd7ca9pmw?a=td

You will need to request read access to the following QuickBases:

e QDC Rack Planning QuickBase - Owned by Nathan Wells
https://intuitcorp.quickbase.com/db/bdu6yewfb

e LVDC Rack Planning QuickBase — Owned by Mattlo (unknown)
https://intuitcorp.quickbase.com/db/bfd92yeev

You can request access via the QuickBase interface by right-clicking on the Request Permission button.

Oops. Looks like you don’t have access to the app.
But you can ask an admin for access.

Request Permission
However, if you don’t gain access within 24 hours, send an email directly to the owners of each

QuickBase requesting access directly and also explain why you need access. If there is no owner
specified, notify your manager immediately and ask for access via email.
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https://intuitcorp.quickbase.com/db/bi45ifbmw
https://intuitcorp.quickbase.com/db/bd7ca9pmw?a=td
https://intuitcorp.quickbase.com/db/bdu6yewfb
https://intuitcorp.quickbase.com/db/bfd92yeev

OBTAINING INFORMATION NEEDED TO BUILD SERVERS

You will be assigned a list of servers to you are responsible for building. This will likely be in the form of
an electronic build list that will either be a spreadsheet or may link you to a QuickBase that is sorted by
assignment name. We are working out these details.

If the information you need is not contained in the Build List or in the Isolation Server Build QuickBase,
you may have to perform some manual tasks to round up all the information you will need to begin the
New Server Build Process. You will need to obtain the details that will become part of the servers. This
manual process is documented in Appendix A. This process is only a backup process to be used if the
information you need isn’t found in the Isolation Server Build QuickBase.

Note: This document is a work in progress. The VM build information will not
be available until after 8/18/14.

OVERVIEW OF THE OS DEPLOYMENT PROCESS
For a general overview of the process, see page XXX

SPECIFIC OS DEPLOYMENT EXAMPLES BY SERVER TYPE
Bare Metal: For specific information about how to build a Bare Metal server, see page xxx.

Big Data: For specific information about how to build a Big Data server, see page xxx.

VMis: For specific information about how to build a VM server, see Building VMs. (Will not be available
until after 8/18).

Manual Build Instructions: For specific information about how to do a manual build the Opsware
Implementation QuickBase record (needed to begin the OS Deployment process, see Appendix A -
Manually Collecting Information Used in Provisioning. Use this process if the data is not available in the
Isolation Build Data QuickBase and you need to gather the needed information before you can create
the record needed in the Opsware Implementation QuickBase.
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OS DEPLOYMENT FOR BIG DATA SERVERS

Once you receive an Excel spreadsheet (the Build Sheet) indicating what servers you are assigned to
build, you will have the actual server details so you can begin to deploy the OS for the servers. Each OS
Deployment will take approximately 45 minutes to complete. Your OS Deployment should complete
successfully if you have all the information you need AND the server passes the review process that
occurs after you add the Change Request record to the Service-Now database for approval.

If you do not have a populated Build Sheet and you need to retrieve some of the information needed
before you can start updating the Opsware Implementation QuickBase see Appendix A - Manually

Collecting Information Used in Provisioning.

UPDATING OPSWARE IMPLEMENTATION QUICKBASE OVERVIEW

After you receive the information you need to begin the OS Deployment process (either by the Build
Sheet or by manually obtaining it, you will open the Opsware Implementation QuickBase, use an existing
server record to base the creation of a new server record on (by copying an existing one, and then
adding or changing the information that will be different for the server we’re currently provisioning).
After modifying the Opsware Implementation QuickBase record, you will save it so that it will be
assigned an Asset record, and then edit the same record to add some additional information.

Duplicating Server Records vs. Starting From Scratch

You could create a new server record from scratch, but if you did this you would have to populate a lot
of information that when you copy an existing server record will be duplicated, saving you a lot of work.
For each server you add, you will be adding two records to the Opsware QuickBase because you are
creating a server record for the primary and secondary MAC addresses.

Note: You want to make sure you’ve opened an existing server record similar to the type you want to
create before you copy the record and start modifying it. Not all server records are alike.

To Copy and Modify an Existing Opsware Implementation QuickBase Server Record

1. Open the Opsware Implementation QuickBase.
https://intuitcorp.quickbase.com/db/bd7ca9pmw?a=td

2. Click Search, and enter the Host Name for the type of a server that is similar to the one you’re are
building.

Y Favorites @Q Search

@) Search Opsware Implementation

@'{prddapcauuﬁﬂﬂ ® @

5|Page Intuit Confidential and Proprietary


https://intuitcorp.quickbase.com/db/bd7ca9pmw?a=td

10,168.75.7  ppdubddsd05. corp.intuit.net. Wlan 492,882 CR CHGOQ35042
10.176.78.98 pppdubdds405s_corp.intuit.net

A316919 10.172.54.187
BB 207 2:D3ED 23 BE:2A 72 D3:E9:25
ACI5-4509-c1-las-112,01,27 ACHE-t59-c1-las-112,01,27

10.168.75.2 pppdubddsd00, corp, intuit, net,
10.176.78.93 pppdubdds400s. corp.intuit. net

A316920 10.172.54.186
B8:2A:72:D7:65:B7 B8:2A:72:07:65:B9
AC25-t59-c1-las-112,01,28 AC26-t59-cl-las-112,01,28

10.168.75.3 pppdubddsd0]. corp.intuit. net.
10.176.78.94 pppdubdds401s.corp.intuit.net

AZ10920 10h172.54.185
BE: 207 2:D7:63:BF Ba:2A72:07:03:C1
ACZ5-ts0-c1-las-112,01,29 AC26-t59-c1-las-112,01,29

<<| used this information to provide the host info and want to keep this until after the walkthrough.
Then | will remove the screenshot above. >>

Server Type Host Name

Big Data ppdubdds400

Big Data ppdubdds401

Big Data ppdubdds405
Bare Metal pprddapcaul4d601
VMs TBD after 8/18.

3. From the More drop-down list, select Copy this Server.

a Opsware Implementation - BB:2AT2D3:C3:65 - Windows Intemet Explorer ~wF’Ev ﬁ
@O-‘ ®] https,/fintuitcorp quickbase.com/db b7 cadpme?a=dr&r=ay) -84 ‘ *® ||:J Bing -]
% @ Share Browser WebEx v
Taf Favorites | 3¢ W] Suggested Sites v | Wb Slice Gallery ¥
2|~ @] Insight Home ®| Opsware Imple. X | @] QDC - Rack Plannin... | @ LVDC Secure Access.. | @ | Opsware Implemen. é'h L ~ < v Page~ Safety~ Toals~ ﬂ'
infuit. QuickBase ? Heo @ Aens
o || (o]
Home Opsware implementatian Gateway nformation Servers Custom Attihutes test systerms 03 Sequences Raid Policies Facility to Mesh Mapping
[ Servers - BB:2ATZDICHES + New Server # Edit &% Email Mors w
B REPCATS & CHARTS - 1
% Copy thif Server |
* Server |dentity Information Newnoll co oy this Server
T
Record ID# i |
Tint
15017 |
¥ MAC Address Dialats this Sereer

4. From the Build Sheet, copy and paste the Server Name into the Opsware Implementation
QuickBase, and then copy and paste the primary MAC address into the MAC Address field.

<<Need to add a picture of the Build Sheet here. >>
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* Server ldentity Information

Record |Dd#

MAC Address *
B2 2ATZ.O742:08

Server Name * DMS Domain

pppdubdsna00 corp intuit.net [=]

5. Next scroll down to the HPSA Environment and select the items from the drop-down list. Look at
your Build Sheet to determine what to select for the server record you want to generate. This
selection should correspond with the Data Center environment where you are setting up the

servers.
- HPSA Environment
Mesh * Facility *
QICY 3.1 Mesh [#]  cuincy Zons C - Pavioad Tier MON-PHAROS - geyded [=]
WLAN
B4

For Bare Metal select Non-Pharos and for VM select Pharos. The VLAN information is part of the
Facility selection and will auto-populate.

Note: Remember to select the correct facility and Mesh to correspond to the correct data center.
Select according to the data center and type of server you are provisioning (e.g., Bare Metal or VM).

Mesh Facility VLAN Comments

QCY 9.1 Mesh Quincy Zone C Non-PHAROS | Auto-linked to Use for Bare Metal
Provisioning VLAN

QCY 9.1 Mesh Quincy Pharos Auto-linked to Use for VM
Provisioning VLAN

LVDC 9.1 Mesh LVDC Non-PHAROS Auto-linked to Use for Bare Metal
Provisioning VLAN

LVDC 9.1 Mesh Pharos Auto-linked to Use for VM
Provisioning VLAN

<<Was going to give a list of these but | think it can come out or just be used if the information
doesn’t appear in the Build Sheet. Need to verify.>>

6. Scroll down to the OS Information section and select Linux as the Operating System.
You can look at the Build Sheet to verify the server OS and the OS Sequence. In this example we are
running Red Hat 6 so your OS Sequence would correspond to that.
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* QS Information

Operating System ~ 08§ Sequence "
L =]  blrhelBus-1.0xB6_64 |=
Mesh/OSiStatus 0OS Sequence ID

QCY 9.1 Mesh-Linux-Enabled 3010801

Provisioning VLAN Information
Baseline Infe and Release Notes

Note: Be careful to select the one that matches the Build Sheet. For Linux you always want to select
the latest version but it should show up as the latest on your Build Sheet.

Your other selections will default once you’ve entered the Operating System and OS Sequence.

Scroll down to Delayed Provisioning and clear the check box from the Ready to Provision field before

proceeding any further. DO NOt Sklp This Step'

Note: If you do not clear this check box and you save the record, it will create the change request
and you will have to update the change request record. We do not want you do that.

* Delayed Provisicning

Efead',,l te Provision Processed

Scroll down to the Server Ownership Information section and enter the Requestor name (your own
name), and select the Customer from the drop-down list.

Note: The customer is always going to be IIT-OEl for this project.

= Server Ownership Information

Reguestar " Winay Misata

Customer®  [[EEE] =]

Scroll down to the Disk Configuration Linux section (if you set up a Linux server) and verify that the

options are correct. You can check this against your Build Sheet to make sure the options match the
requesting record. In some cases you may be setting up Windows machines so verify that you have

the correct field values by reviewing the Build Sheet.

Note: The Disk Configuration information is copied to the new record when you selected the copy a
server record earlier in the process. You want to make sure that this information is valid for the
server you are currently creating.
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* Disk Configuration Linux W]

Linux Provisioning Guide

! Disk Type  sda LI

Boot {lboot) partition size * pasti] =]
Root /) partition size ™ 0 - Rest of Disk LI

U Swap partition size © ALtnenatic =]

Lse the helds belaw to ereate user defined partfions. Mote ifyou set the root partibon to "Rest of Disk” then you can not create extra parbtions |

Create fvar Linux Fartitien
T Create Extra Linux Partition 1

Create Extra Linux Partition 2

10. Scroll down to the Networking Address section. Select the option that corresponds to the type of
server you are setting up.

e DHCP - Do not use.

e Bonding — Select when you are setting up a Big Data server.

e Static — Select when you are setting up a Bare Metal server. When you select Static the
Bonding configuration information in the QuickBase will not be available to

change/configure. (If you are setting up a Windows server you will select Static and will not
have to add bonding information.)

* Metworlk Addressing

Metwork Addressing *

Baording [=]

11. Scroll down to the IP Configuration section and check for the correct information in your Build
Sheet. You will want to copy and paste the Primary IP address from the Build Sheet to make sure it is
entered accurately. This information will have come from the server record you copied and you will
want to make changes to this section.

* |P Configuration
Primary IP Address Primary Subnet Mask® Primary Gateway™
10,145.74,175 356 255 254.0 =] Nidaian E3
DMS1* DNS 2 NTP Server NTP Server 2
10.153.130 253 [=] 10.153.130 254 N =] 10.153.130 253 | 10,153,120 254 =l
ETHO - Speed *
AUTORUTO =]
HTTP Proxy Server HTTF Proxy Server Port ' HTTP Proxy Server Excludes
B 2 2
= Mall Gateway

This is a replacement screen shot (below) from AMY TAM. Before | remove | want to go through the
walkthrough to see if this example works for both BM and BD builds.
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* IP Configuration
Primary IP Address*® Primary Subnet Mask* Primary Gateway™
10.145.74.175 255.255.254.0 E| 10.145.74.1 El
DNS 17 DNS 2* NTP Server* NTP Server 2
10.154.130.16 = 10.153.0.16 =] 10.154.130.16 = 10.153.0.16
ETHO - Speed *
AUTO/AUTO =]
HTTP Proxy Server HTTP Proxy Server Port HTTP Proxy Server Excludes
(=] (=] (=]
Mail Gateway

Note: Review the Primary IP Address in the Opsware Implementation QuickBase and then retrieve
the correct Primary Subnet Mask and Primary Gateway so you have the correct options.

FOR BIG DATA EXCLUSIVELY (DO BONDING)
If you are provisioning a Bare Metal server, see For Bare Metal Server Provisioning.

12. Scroll down to Bonding and verify that it is checked IF you are creating a bonded server.

*~ Bonding

¥ Bend 0 Cenfiguratisn

13. Scroll down to Bond 0 to configure the Bonding. Look at your Build sheet to get the Linux BondO
options. Copy and paste them into the current record’s Linux BondO options field.

* Bond O

Madea® ' Linux Bond0d Options

802 3ad [=]
Linux Bond0 Preview

Bond Interface 17

[=]

When you paste the data into this field, it will auto-populate the Linux BondO Preview field below.
Then you will have to clear the description from the Linux BondO Options field.

When you first enter text in this field, it generates the text twice and you have to remove the text so
that the field only displays it one time. You cannot edit the preview field to remove the double
entry. You can only clear it from the Linux Bond0 Options field to clear it from the Preview field.
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* Bond O

o Mode™ U Linux Bondd Options
£202.32d EIRRRIECHDING O

Linux Bondd Preview
BOMNDING_OFTS="mode=802 Zad BONDNG_OPTS="mode=002 3a3d

Remove the description from the Linux Bond0 Options field so it only shows in the preview one
time. Your final entry should resemple the example below.

* Bond O

o Mode™ U Linux Bondd Options
802 3ad [=]

Linux Bondd Preview
BONDING_OPTS="mode=802 3ad *

Bond Interface 1* U Interface 1 MAC™ U Interfaze 1 Switchport
&thll [=] B9 24 72024088 N-cormpute-c-gey-111,01,15

Bond Interface 2° * Interface 2 MAC Interface 2 Switchport
et [®] B82472D24084 2-compute-c-qey=111,01,15

VLA Tagging VLAN ID
283 (=]

Note: The Bond Interface settings will be:

e Whatever the values are showing in the Primary Mac and Primary Switchport from the Build
Sheet will go in these fields.

e Use the Secondary MAC and Secondary Switchport information in your Build Sheet to enter
the Interface 2 Information.

<<If you have a PCl interface - We need to work out how the PCl 1 and 2 and which ethx options to
select. >>

14. Verify the VLAN, IP Address, and Default Gateway against your Build Sheet.

15. Go to For Both Bare Metal and Big Data OS Deployments to complete the process.

FOR BARE METAL SERVER PROVISIONING

1. Scroll down to Hardware Raid Configuration if you are building a RAID-enabled server.

2. Look at the Build Sheet to find the Raid Policy Name and select the one that matches your sheet.
Note: We are using RAID for our Big Data servers.

Ex: for Cassandra servers select Dl PFERC H710F - 2 Logical Dirives (2 Disks RAID 1, 8 Disks RAID 1+0) - 205210601
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Diedl PERC HT10P - 2 Logical
Cliefl PERC HT10F - 9 Logical

3 . r"\. .I.l'\\. -

Dell PERC H210 - 1 Logical Drive (22 Disks, 2 Hot Spare, RAID 1+0) - 174310801
HP DL170 - 1 Lagical Yolumes (2 disk, rzid 1+0) - 35440601

HE OL1T0- 11 Logical Yolumes (2 disk, raid 140 20d 10, 1 disk raidd) - 33450601
HP OL17T0 - 2 Logical Vaolurmes (2 disk raid 140 and 10 desk raid 1+0) - 28430807

DOrives (2 Disks RAID 1,8 Disks RAID B) - 221710801
Orives (2 Dizkz RAIDT and 8, 1 Ok RAIO0) - 221720601

Raid Pelicy Name
Raid Policy ID
Raid policy - HPSA Mesh

Raid Pelicy Description

* Hardware Raid Configuration

Dell PERC HT10P - 2 Logical Drrives (2 Disks RAID 1, 2 Disks RAID 1+0) - 202210601
2082106M
GICY 3.1 Mesh

Logical Yalume 1:
2 Dizks, RAD 1 for O35

-

8 Disks R&ID 1+0 for Data

FOR BOTH BARE METAL AND BIG DATA OS DEPLOYMENTS

1.

12| Page

Click Save to auto-generate the server Record ID.

Note: Remember that earlier we unchecked the Ready to Provision checkbox so that when we do
this save, we can get this information without generating a change request record. If you scroll to
the top of the QuickBase record you’ll see that you don’t have a Record ID and it isn’t generated
until now.

Add Server
B REPOETS & CHARTS

i Servers

This infarmation will
not be generated

* Server ldentity Information until we Save.

Record ID#

MAC Address *
B2:24:72:02:40:88

o Server Name * = DNS Demain

pppdubdsn30t corp intuit net | ¥, |

Once you save and the Record ID is saved, click Edit to complete the remainder of the Opsware
Implementation QuickBase work.

<<Missing a screenshot as | don’t have any Editing rights.>>
Scroll up to the top of the QuickBase and copy the newly assigned Asset Number from the top.

Scroll down to the Advanced section. Highlight the existing record ID and paste the one you saved
into the field to replace it with the new ID.
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» Advanced

Adhoc Custom Attributes

T
0o _METPROV=No, OB _TABLEID=hd7calprme CR_NUMBER=  ©
1044 14,05 _RECID=15015]SWITCHT =402 -compule-c-goy-
TH0TNE SWITCH2= AT R campute-c-goy-11 100778

6. Replace the Switch Port information in this field with the new Switch Port information that you
earlier added to the Bond 0 section above. Make sure you select the right data for each Switch Port
and replace the commas with backslashes.

* Advanced

Adhoc Custom Attributes

0o _METPROV=No,OB_TABLEID=bd7calprms CR_NUMBER=  #
184414 QB_RECID=12012 SWITCHT =AC2 1-compuie-c-goy-
1101158 SWITCH2='AC 2 - compute-c-goy-11 110115

I

Your example should look like the highlighted information above.

Note: Make sure that you don’t erase any of the other syntax while you copy and paste to create
the correct entries for this section. You need end quotes after each Switch Port’s data.

7. Return to the Delayed Provisioning section and check Ready to Provision.

= Delayed Provisioning

[ Ready te Provision = Processed

8. Click Save to generate the Change Request record. You will get a QuickBase message stating the
server is saved.

& Server saved

Note: If you miss something while entering the Adhoc data or made any other mistakes, you will
receive an email like the following and will have to verify all your entries to fix the error and

resubmit the record. It isn’t very specific so you will have to go through and recheck all the data that

you entered into every field and also review the data that auto-populated.
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Wed 7/23/2014 11:32 AM
notify@quickbase.com
Opsware: pppdubdpx305.corpintuit.net import error

e problems with how this message is displayed, click here to view it in a web browser.

Action Items + Getrmore ap)

Deployment Details

This server had an error during processing. Correct the data for the field in error and clear the Imp
Error checkbox to resubmit this server to Opsware.

vImport Ervor Import Error Text

Problem parsing the name/value pairs for this MAC

Once the record is successfully processed you will receive an email like the following:

Wed T/232014
notify@quickbase.com
Opsware: pppdubdpx305.corp.intuit.net is ready to provision

41232 PM

To Misals, Vinay

0 [f there are problems with how this message is displayed, click here to viewitin a web browssr,

*The server record you entered for pppdubdpx306.corp.intuit.net has been succassfully procassad

Opsware Implementation: Servers (server #15017)

Server |dentity Information

Record ID#

15017

PROVISIONING THE SERVER (THE PXE BOOT)

Once you have updated the Opsware Implementation QuickBase successfully with the new server data,
and you receive a message stating that the server is ready for provisioning, you can start the PXE Boot
process.

One of the key requirements of provisioning is the hardware server's ability to boot over the network
instead of a diskette or CD-ROM. There are several ways computers can boot over a network, and
Preboot Execution Environment (PXE) is one of them. PXE works with Network Interface Card (NIC) of
the system by making it function like a boot device. The PXE-enabled NIC of the client sends out a
broadcast request to DHCP server, which returns with the IP address of the client along with the address
of the TFTP server, and the location of boot files on the TFTP server.

Timing: Approximately 45 minutes per device.

1. Look in your email for a message stating that the server you submitted in QuickBase is ready to
provision.

notify@quickbase.com
Opswane: pppdubdsnE0Lcorp.intuit.not is ready to provision
The server recard you entered for pppdubdsn30l.corpuintuit.net has beer
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2. Loginto the DRAC (Dell Remote Access Controller) using the Host IP address from your Build Sheet
for the server you just completed the first part of the Opsware Implementation QuickBase process.

For example, enter Http://10.137.74.62/login.htm| where the highlighted information will vary by IP
address.

) idrac-FEZEV12 - iDE. =

L | MR 10.137.74,
ER CGSDT Applicat.. LVDC Secure Ac... O Imported W CategonrnCFDP L.,

3. Enter the login and password (root and calvin), and then click Submit to access the DRAC.

Note: We are all using these login and password credentials for this project.

Erlarpnze

T Th L i) d i cACk Sibind
b i Passawiorid

Diamaaine

Thiz IDRAC T

Submit

4. From the Navigation pane on the left side of the screen, click Overview>Server>Setup.

First Boot Device

Firs] Bood Dunece
Instructsons: Select the first boot device for this server, and chick Apphy

Firgl Bood Danice PHE v

Bood Onece s

5. From the First Boot Device drop-down list, select PXE.
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http://10.137.74.62/login.html

Virtual Console

r h&rmal
Virtwal Console Fua -
ﬂ nons. ¥ il |I |:'.-' dual Consale

6. From the Navigation pane on the left side of the screen, click Overview>Server>Virtual Console, and
then select Launch Virtual Console.

This type of file can harm your computer. Do
you want to keep viewer (7)jnlp anyway?

Keep [y Discard

If you receive a warning message, click Keep to continue. If you see other warning messages, click
OK.

Once you launch the viewer, you will see that the system is in Lifecycle Controller mode.

O idrac-3/vE12, PawerEdoe RG20, slot, User roat, 1.2 fps = el |
File Wiew Macros Tools Power Hed Boot Vireal Media  Help

Hely | Abaut | Exit

Home

Lifecycle Log

Firmware Update Liza the Lifecycke Controler Sattings page to select lenouags, keyboard and retworl settings,
Hardware Configuration Language znd Keybaard

05 Deployment

Metwirk Satiings

Platform Restore

Hardware Diagnostics

Settings

&

System Setup

Current User{sk root : 10.161.70.18

7. When the Lifecycle Controller window appears, click Exit to close this tool.

Warning
1 Confirmation

Do i et o Exit and Reboot?

_—y

16 |Page Intuit Confidential and Proprietary



Note: Once you enter the PXE Boot process, do not press ANY KEY until the
process completes. If you have a second monitor you can move it out of the
way but if your mouse clicks in this window during the process your PXE Boot
will crash.

8. Click Yes to confirm that you want to Exit and Reboot the server.

During the reboot process you will see a screen indicating No Signal, and then it will begin showing
you the progress of the reboot. A PXE boot is performing its boot from the network and then
installing the OS image on the server.

[ ickac 3112, PawerEdge R620, slot, User root, 14 fps = |- e
File View Macros Tools Power Next Boot Virteal Media Halp

F11 = BIOS Boot Manager
F12 = PXE Boot

N

www .dell .com

9. When you receive the Reboot screen with the function keys showing, press F2. The system boots
into System Setup mode.

10. Change the boot settings to boot from the BIOS by clicking on the System BIOS option.
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System Setup

System Setup Main Menu

System BIOS

DRA

o Select to configure system EIOS settings

System BIOS

System BIOS Settings » Boot Settings

Boat Mode ®BOS O LUEF
Boot Sequence Retry O Enabled @ Disabled
BIOS Boot Settings

11. Change the Boot Mode to BIOS, and then click Exit on the upper-right side of the screen.

12. The system will reboot.

B idrac-3vX12, PowerEdos R620, slot, User: raot, 14 fps o
Fle View Macros Toois Power Next Boot \irtual Media Heip

W . dell . com

13. Press F12 to continue with the PXE boot process. When the PXE boot completes, you will see a job
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number on your screen. Write it down so you can use that job to track its process in the HP Server
Automation tool.

r is n in MAINTE
Build FPlan LE
Job 1358681

31 ti ni |
:';1.|'|'|r‘_|| ||:'

14. Open the HP Server Automation tool from your desktop, and use the job number to search for the

specific job.
HF Server Automation - quincySA provintui teom — || =] @
File Edit ¥iew Tools Window ° Help |# Logged in as: wmisala
| 3
Sarvar w || Last24 houws w Ay Status - | Ay Type | 24513=0601] Search -
a
Saved Searches .. X b [0 Tvpe Start Tirma End Tima # Servers  # Groups  Status Ticket [0 User =]
Adhvanced Search __‘_1 2445270601 Run 05 Buikd Plan 7/22/14 1:50 PM 7/22/14 2151 FM 1 0 Faled = osbp_user -
I 1 Run 05 Buiki Plan 7/22/14 2:16 PM 7/22/14 3:17 P 1 0 Faled osbp_user
=) 2445290801 Run Server Scriot T/22/14 2:20 PR 7/22/14 2:21 P & 0 Succesded CCOUTITYET .
B b oge =) 224040602 Run Server Script 7/22/14 2:23PM 7/22/14 2:23 PM & 0 Succesdsed coourmoyer i
@y Rocurring Schedules B 538520603 Run Server Script 7/22/1% 302 PR 7/22/14 3104 B 1 0 Faled dfost=rd
o SEEEE ] 638530803 Run Server Scrigt 7/22{14 3:10 Pt 7/22/14 3:10 PM 1 R —— dfostera
2 Shell Sessions =l 224050802 fun Server Scrit /22/14 3:11 PM /22/14 3:11 PV 2 0 Succeedsd coournayer
H] 2445300801 Run OS Buiki Flan T(23/14 3:32 P 7/22/14 #:03 P 1 0 Succesdsd nsbp_user
2445320001 Run Server Script T/Z2{14 3150 P 7/22/14 4:00 P 3 0 Succsedsd - spatna
] 2445330001 Remedists Policks T/Z2{14 4100 PR 7/22{14 4102 P 1 0 Succsedsd - astp_user
B =24060802 Run Server Script 7/23/14 4:08 P 742214 4110 P 4 1 Faded - debdulish
When you click Search it will display the results.
F )
Job [O Typa Start Tirme Erd Tuma # Servers  # Groups  Status

T/23/14 1145 PM

=un 05 Bulkd Plan

The system will complete the process. You will see this screen when the process is completed.

Reminder: Once you enter the PXE Boot process, do not press ANY KEY until
the process completes.
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Red Hat Enterprise Linux Server release 6.5 (Santiago)
Kernel 2.6.32-431.el6.xB6_64 on an xB6_64

localhost login:

Once you see this screen you know the provisioning completed sucessfully.
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BUILDING VMS

This documentation will not be available until after 8/18.
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SWITCHING PORTS TO VLAN (PORT FLIPPING WITH NETGENIE)

After the Provisioning has occurred and the server is built, you will need to use NetGenie to provision
the ports for the server you just had PXE booted. This process involves having the following data
available before proceeding. You should have your Build Sheet available for this next step.

e Switch Information

e Port/Port Range

e VLAN(s)
Portinio for 2nd
B Cassandra, & Gluster rac Swich
— —_——T

popdubdps 300, corp.intui
popdubdsn30l 10,
AI15613
BB:2A:T2:D3:C4:DE -
AC21-compute-c-giy-111,01 05 111,01,06

Port info for 1st

Swich

<<Substitute a shot of the Build Sheet with this information highlighted.>>

To configure the ports and VLAN for a Server:

1. Loginto NetGenie at netgenie.corp.intuit.net.

2. Open the Provisioning Wizard and click Add Request.

L 2] [ netgenis corpintuitnets 1 rard
ECGEDT.ﬁ.ppt-'c:L. WDC Secure Ac. O Imported W CategonyCFDP L.

w RCOTEN PR P

== 0,
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3. When the Select Operation screen appears, click Next.
L 1]

T

Srlect Operation:

& SwihFomcondguraden  Host Claning

Sowroe Type:

& Switch/Port blame SingeMiultiple Hosframe

Cance Nat

4. From the Switch drop-down list, select the Switch you want to configure. This information can be
found in the Build Sheet.

Portinfo for 2nd
Switch

B Cassandra, 6 Gluster rac

popdubdpx 300, conp. intui P —
popdubdsn30l 10,
AJ15613

BB:2A:72:D3:CA:DE
AC21-compute-c-gey-111,01,05

W dana avalan) A0

11,00,05
Port info for 1st
Swich

<< Add the same image as we are replacing above.>>

Note: In this example, we are setting up AC21-compute-c-qcy so you would select that from the
drop-down list and then copy the highlighted port information.

5. Enter the port information associated with the Switch Port in the Port/Port Range field.
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.

Switch Port/Fort Hange

12 -compute-C-ges 5 T

I

Leclude Port!Post Banges

e

RS Ot bk o e

6. Change the commas to backslashes as you did earlier in the Opsware Implementation QuickBase.

7. Click Query so that it will change the Mode to Access and display the VLAN associated with the
switch. Once the Query is complete you will see the following results populating below the Switch
line:

acdi-computa-C-qoy 1is

Cperaticn Mode Templabe wLANS

configura Ly WPCALACP manual

it m

8. From the Operation drop-down list, select configure.
9. From the Mode drop-down list, select VPC-LACP. You will do this for all servers.

10. From the Template drop-down list, select manual.
Note: If you select another template it will populate the vLANs field with preconfigured VLAN data.

11. Enter the VLAN information from the Build Sheet into the vLANs field, and then click Next.

<<Need Example from the Build Sheet.>>

Diperadion Mode Templabe wilLANs

== T T WPC-LACF T manual 282,852

St ﬂ
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12. When the following information displays, click Finish.

Sednctnd samet comiguryaon summany

R AT L 1S VPC-LACP 252 asy

Ciparation :
conligra
Template Name
FITTEY

13. Repeat this process for the second switch to configure the ports for this switch.
<<Need Example from the Build Sheet.>>

14. Remember to change the Switch information and then also replace the commas with backslashes
before you click Query.

1 E ATION

Switch Port/Port Hange Exclude Port!Port Bange

G-compule-Caey LR Ll ! :

15. Enter the Operation, Mode, Template, and vLAN information again for the second switch, click Next,
and then click Finish to complete the port configuration process.

Cipsaratican Mode Templabe wLANS

Corfiguna L YPCLACP L manual ¥ 282,852

Eratos m_

16. When the list of switches appears, select the two you just configured and place a check to the left of
both of them.

«
W ASl-compute-Cegoy 1A FantIpan WPC-LACE L
of | BCE-compuie-Cegoy 116 cofigue WPC-LACE 22 B52

e |

17. Click Proceed.

18. When the Port Provisioning CR Submission Form appears, select the following from the drop-down
lists, and then click Submit the CR.
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Fori Frovisioning CH Submission Form

r:l’";¥l

e Provisioning Group: Select Product and Technology Group. <<Will this be a constant or will they
need information to make a selection? >>

e Application Name: Select NetGenie

This will generate a change request in the Service Now system and it will be automatically routed to
the appropriate person for approval.

19. Once the Change Request is approved the status of the request will change from Pending to
Complete in NetGenie.
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POST PROVISIONING

This part of the OS Deployment process should be the same for all servers that are running Linux. After
this section is completed, we will hand off the Build Complete server information to either the Apps
team or for TTO, to David Foster for further work.

<<| got this information from https://wiki.intuit.com/display/SDT/Linux+Host+Post+Provisioning+Steps
and then edited it to make it clearer but | have not gone through this process with anyone. Vinay wasn’t
able to meet with me before the dry run to step through this process so | am including my questions and
concerns in this document.>>

LINUX HOST POST PROVISIONING
Use this procedure when performing Post Provisioning for SDT's:

1. Open the HPSA Opsware console to start.

2. Check "root" user's profile and confirm /sbin is in its path. <<Not sure if you do this in Opsware or
where?>>

If not, add it and then "source /etc/profile"

3. If you haven't already done so, add the hosts to the Active Directory and move the hosts to the right
organizational unit (OU) in active directory. <<I think we need more direction on how to do this.>>

4. Install software and patches via Opsware. <<How do we do this?>>
5. Install Software Policy(s):
a. Right-click on the host and select "Install Software".
b. Inthe left frame of the "Install Software" dialog box select "Software".
c. Inthe right frame of the "Install Software" box, click on the green "+" sign.
d. Inthe left frame of the "Select Library Option" popup box, select "Software Policy".

e. Inthe frame on the right of the popup box type "baseline" and select the closest fit to "Baseline
Monitoring" that is appropriate for the host you are doing the post provisioning work for, then
click "select".
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Install Software

_‘ - = 4
B
@ Devices @-|f'|. ...|'
2¥ software ‘mme |Lmtinn
Options
o Preview -
W Norifications Select Library Item
@l Job starus Library items may be browsed by type or by folder for selection.
Help 3
Software Browse 72| Browse Folders |
To add software or software 2¥ software Policy Name baseline

policies to install, click on the IE}« Solaris Patch Policy
green "+" button and select

the software you want. The Patch
software you choose must be Y Patch Policy
compatible with the servers' g Package

operating system. £4 Windows Hyper-V M;
5 UNIX Users And Grou
@ Windows IS 7 Setting
5 windows Local Securi
% windows Users And (
‘ @ Windows Services

% Baseline Monitoring

Baseline Monitoring RHELE

IFS Baseline Monitoring RHELG - 1.0
INTU-post-baseline-3.3.0-5
INTU-post-baseline-3.3.0-6
INTU-post_baseline-3.0.0.5
INTU-post_baseline-3.0.1-1
INTU-post_baseline-3.2.0-7
Oraclepostbaseline_new_1

QR

Mare help...

=

=

19 18 1) 4G 16 1

o] Windows COM+

1 item selected

%Libraw
@] Reports [ Help ] [ Cancel ] H

@ Jobs and Sessions

6. Run Scripts
a. Right click on the host and choose "Run Script" --> "Select Script".
b. Inthe "Run Server Script" pop up box, in the right frame click on "Select Script".
c. Inthe "Select Script" pop up box, type "Patcher" in the search box.
d. Choose the closest fit to the Linux Patcher that fits the OS of the host you are post provisioning.

e. <<Don’t think this applies to our project.>>5/1/2014: Per Anthony Bacoy/Patching Team: Please
use DCO - Linux_Patcher for ALL Linux versions (RH/OEL 4,5,6), no need to add parameters, if
you are NOT patching to a specific date.
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Run Server Script
]
>

g‘SEr_vers and Groups Choose a script specification method
?)(;:'\Jolns -.j_.- Select Saved Script -._;_' Define Ad hoc Script
@ Scheduling N R
& Notifications Seripe Propertes
) 800 Select Script —
[ Job status Name: 2 | select Script |
Version: Select Script
Type: | Select a script to execute on the specified servers.
Help 2 Location:
Changes Serve
Script Run as supertl servers: pprddisos30e.corp.intuit.net
. . Description:
Specify script to run. SLEae e Browse Folders |
More help... Name + | patcher the string "latest" o
I |Name ‘TVEE o] or configure will fail
1 DCO - Linux Patcher w. OL6 Unix e update flag is used
a DCO - Linux_Patcher Unix
a DCO - Linux_Patcher 20121105 Unix
a DCO - Linux_Patcher_New Repo_Test Unix
7] DCO - OEL Patcher Unix

‘

y DCO - RHEL Patcher Unizx
DCO_Linux_Patcher NO_KERNEL_UPDATE Unix

&y

1 item selected

| Help | | Cancel | [—Sﬁl-ﬁst—]

| Back | | Next | Start

7. Click the "Select" button to complete selecting the script.
8. Run the Post Provisioning script. <<Is the LinuxPostProv.sh script the one you want to run?>>
9. Install the LinuxPostProv.sh script

10. This script can be installed and run in multiple ways. Select how you want to perform it from the list
below:

a. The script can be downloaded from Opsware (HES repo will be available soon to
download the script from as well) and copied to the server to be run manually.

a. copy the script to /tmp

b. In Opsware: Library --> Customers --> lIT-OEIl --> Unified Service Delivery -->
Linux Post Provisioning --> LinuxPostProv.sh

b. The script can be run from Opsware:

a. In Opsware, select: Library --> Customers --> |[IT-OEI --> Unified Service Delivery -
-> Linux Post Provisioning --> LinuxPostProv.sh.

b. Run the script called Linux_PostProv.sh
11. Usage is: ./Linux_PostProv.sh <Environment><DB?> <email address>

a. Select your "Environment" Options: P (Prod) or NP (NonProd).
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b. "DB?" - Means is this host going to be a DB server of any type?

e If you choose "N" it will change the ea and root passwords to the
default ea/root for preprod and default ea for prod. Root passwords in
prod need to be set manually

e If youchoose "Y" it will set the root/ea passwords to "intuit01" so that
the oracle preparation script will run

EXAMPLE: ./Linux_PostProv.sh P Y mandy_rees@intuit.com

8 00 Run Server Script

I Liﬂ-‘ Servers and Groups
& script
—
cheduling
w7 Notifications (U Name
Job Status

Runtime Options 3

(*) root

»

Help
Script Timeout: |60 minute(s)
Options

Set your options prior to Specifv any needed parameters for this script execution
running your script and PN mandy_rees@imuil.(um|

specifying the output.

More help... Output Options A

The system can retain a maximum of the last 10 KB of script output per server.
(_) Discard all script output
(*) Retain script output

Size of the output to retain (KB): |10

| Back | | Next | | StartJob | | Cancel |

Note: Detailed information about the script can be found at this wiki:
http://wiki.intuit.com/display/SDT/Linux+Post+Provisioning+Script+for+Service+Delivery

VERIFICATION PROCESS

1. Login and verify all configurations are correct and any errors flagged in the hosts file are notification
errors or are corrected before you proceed.

2. Verify the version of VAS running on the host. <<How?>>
3. Run the command /opt/quest/bin/vgptool —v <<Is this running inside the Opsware?>>
4. Using Opsware, verify that the newest version of VAS is running on the host. If it is not, push the

desired version of VAS to the host from Opsware following the steps outlined in 3a for installing
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software. Search for software package "vas". <<Number of steps have changed. | think it should say
in Step 4 (Installing Software Policies).>>

5. Mount any external storage. <<How?>>
6. Reboot the server and log in to verify all is stable. <<How?>>

7. Create an escalation policy in the Escalation Procedures QB
(https://www.quickbase.com/db/bdmsudrgn) <<How? Need to review this.> >

8. Add custom configurations specified in the eSOW. <<How? What? Where?>>
9. Add users, packages, and Active Directory policy requirements. <<How?>>

10. Verify hosts are in spectrum. <<How? Is spectrum an evaluation tool, software, a range of
appropriate values?>>

e |f the hosts are not in spectrum, discover them in the proper landscape with the correct version
of SNMP. <<How?>>

e If they cannot be discovered, check your /etc/snmp/snmpd.conf file to make sure it is
configured to send to the correct snap trap server (Depends on DC) and community
(iecommunity). <<How do we want to handle this step in this project?>>

11. Verify host is in caci, create appropriate group if necessary. <<How? Is this creating the appropriate
group in the Active Directory?>>
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HANDING OFF THE COMPLETED SERVERS TO APPS

<<Not clear on this process yet. This is not completely figured out yet. | think we are moving them by
updating the tracking information in which QuickBase? >>
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APPENDIX A - MANUALLY COLLECTING PROVISIONING INFORMATION

BEFORE YOU BEGIN UPDATING ASSET RECORDS AND GENERATING BUILD RECORDS

You will build a list of servers with associated details such as IP Address, MAC Address, and other
information before you start the provisioning process. You should have a build list of your assigned
servers that you are responsible for provisioning. Use the host names from that server to begin to
accumulate information for the work you’ll be doing that day.

<<Need to review this process as it has changed and | ran out of time today to do this. Not sure if we still
want them to do this from the DCOP QuickBase as | removed it from their list of QBs to have access to.
Will review on 8/7 after team briefing. >>

Finding the Data you will need when it isn’t in the Build Sheet
Tools Needed:

e Notepad
e Opsware Implementation QuickBase
e DCOP QuickBase <<Verify?>>
1. Access the Opsware Implementation QuickBase.

2. Search for the server that you want to provision.

‘¢ DCOF - Data Center Operatic... - Home Page - Windows Intemet Explorer

m——

PO @) it titcorpin P 8 |+
@uv thps: /fintuiteorp auickbase. comy/db/beZyisint - 3 |*
% @ Share Browser Webx +

jap Favorites | g1 B | suggested Sites = §8 | Web Slice Gallery =

22 |- | @] Insight Home ®| Opsware [mplemen... | ®] QOC - Rack Plannin.. | fg# LVDC Secure Access.. @ | Opsware Implemen.. { JDCOP - Data Ce.. il E‘ﬂ

INTUIT. QuickBase o+ rew

@ M. | Ops. . . I @ Seerch DCOP - Dat Cent=r Ope..

< ol i i i E pppdubdsn300 Semrch

Harne SHR/Erterprise Projects Related Infrastructure Storage Request Approvals n

1 DCOP - Data Center Operations and Planning = Home Page

3. Obtain the information you need to have each server on your list built and copy and paste it into
Notepad so you will have a group of servers to process at the same time.

4. You should have a list like the following example that you can use for the next steps.
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10.

B Cassandra, 6 Gluster racked on E30-17

popdubdpe 30l corpantuil.net 100137, 7462 VLAN 202
pppdubden®dl 10157, 28,46 VLAN 852

AF15613% 10,153, 184.61

BB:2A:T3:D3-CA:0E [8: 2A: 720300 ED
AC1-compute-c-gqoy-111,00,05 AC2I-compute-c-goy-111,00,.05

popdubdped0l conpoantuit.net 10,137.74.63
popdubdpednls.corpintuitnet  10.157.28.47

A15501 FGOMYL2 10.153.184.62

BB 2AT3DIC5:0A, BR:2AT203:C5:0C
AC21-compite-c-goy- 111.%05.-1.{ 2-compite-c-goy-111,01,06

popdubdped0?, cerpoantuit.net 10,137.74,64
popdubdpean2s, corpintuitnet 1015728495

A315610 FGIKVL2 10,153, 184.63
BR:2ATRDIF2:84 BR:ZAT DI FRE6
AC21-compute-c-gqoy-111,00,08 AC22-compute-c-goy-111,01,08

AV AV AV AV N

Open Notepad.

Copy the Hostname into Notepad from each Build Sheet you are responsible for.

Using the Hostname found in the DCOP, retrieve the IP address, MAC address, Switch Port info and
other information from the various sources listed below and copy and paste it into the Notepad
document.

Toggle between QuickBase and other tools to retrieve the information you need to complete the
various sections needed in QuickBase (as shown below).

Obtain the Server Identity information by logging into the DRAC Console IP (ILO IP) to obtain the
Primary MAC (ETHO) address and then copy and paste each field into Notepad. <<Need to
expand.>>

Obtain the server name from the Men N Mice (DNS tool), and copy and paste it into Notepad. <<I
thought we weren’t using MNM so | need to get some example screenshots if we are.>>
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