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Introduction to Security


Presenter Notes
Presentation Notes
Welcome to Introduction to Security.


What you will learn

At the core of the lesson

You will learn how to: 7 ’

*  Define security in terms of the confidentiality, integrity, and availability (CIA) triad
* Identify different types of threats

* ldentify the components that comprise a security strategy

*  Explain the difference between hacking, cracking, and penetration testing

*  Name the stages of the security lifecycle

*  Describe how cyber laws and regulations impact organizational security policy
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I What is security?




What would be the impact on your life if the internet was
down for a few days?

Discussion:
Security introduction

What would be the impact if your personal information was
stolen?

What kinds of controls do you have in place to prevent any of
this from happening?
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Presenter Notes
Presentation Notes
Computers and related technology are integrated into our work environments and personal activities, so security has become crucial for everyone. 

IT security or cybersecurity is about protecting computers, networks, programs, and data from unintended or malicious access, change, or destruction. Cybersecurity is also about ensuring that business functions and personal tasks can still be performed with minimal interference at a reasonable response or throughput rate.




. What is security?

Information
security

Availability
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Presenter Notes
Presentation Notes
This is the Confidentiality Integrity Availability (CIA) triad. When evaluating information security, consider the following three important perspectives:

Confidentiality – Is private data protected to prevent unauthorized access?

Integrity – Are measures in place to ensure that data has not been tampered with, and is correct and authentic?

Availability – Are authorized users able to access the data when they need it?


I Why is security important?

Poor security leaves personnel and organizations open to the following security risks:

e o
ldentity theft Data theft Loss of network services
and resources
i.l
Loss of or damaged Corporate sabotage or
business reputation espionage
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Presenter Notes
Presentation Notes
Identity theft – An event targets personally identifiable information (PII), such as: 
Name
Date of birth
Passwords
Bank account
Credit card numbers

Data theft – A thief might steal confidential company data or intellectual property (IP). The thief may try to sell the data or exact ransom to give it back to its owner.

Loss of network services or resources – Some events target network services. If these services go down, it may impact an organization’s ability to conduct business.

Corporate sabotage or espionage – A rival company may conduct espionage to give them an edge over the competition. A disgruntled employee may launch an event from inside the company in an effort to sabotage the company.

Loss or damaged business reputation – Any of these events could potentially lead to a loss of business reputation. If the company’s ability to provide its services is interrupted, customers may take their business elsewhere. Theft of IP could undermine the company’s ability to acquire market share. Or a company could lose customer data, making its customers subject to identity theft.



I Types of threats

*  Appropriate security helps mitigate the following types of threats:
—  Malware
— Password events (dictionary, brute force)
—  Distributed denial of service (DDoS)
—  Man-in-the-middle (MitM)
—  Phishing
— Social engineering
—  Drive-by
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Presenter Notes
Presentation Notes
Malware – Software that is designed to disrupt, damage, or gain unauthorized access to a computer system. (Oxford Dictionary)

Password events – A process of recovering passwords from data that has been stored or transmitted by a computer system.

Distributed denial of service (DDoS) – Multiple compromised systems are used to compromise a single system.

Man-in-the-middle – An outside party secretly relays the communication between two parties, who believe that they are communicating directly with each other.

Phishing – An outside party sends email messages that pretend to be a legitimate company to get personal information, such as passwords or credit card numbers.

Social engineering – An event that uses human interaction to manipulate a person to break security procedures to gain access to security details and break through systems.

Drive by – Cybercriminals use unsecure websites to plant malicious codes that are automatically downloaded to users’ computers.






Infrastructure Access |dentity

System security )
security management management

Data security Software security Physical security
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Physical security

Known security
risks and common
exploits

=

Access
management

Policies and
procedures
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Presenter Notes
Presentation Notes
With the proper precautions in place, the odds of security issues are reduced, and their impact when an issue is discovered can be reduced. Among the tools available are the following:

Physical security – Physical access leads to broader or inadvertent access. Start by controlling physical access to resources (but beyond the scope of this course).

Access management – Control access to resources. The more access is controlled, the more secure the environment can be. Consider controls over who has access, identifying someone is who they say they are, and so on.

Known security risks and common exploits– Reduce the scope of impact by patching vulnerabilities as soon as practicable after a patch is released. If patching isn’t possible, implement other safeguards.

Policies and procedures – Describe how to set up and manage all of the security strategies, how to handle security events when they occur, and so on.



Companies can implement different levels and types of security

Discussion controfs.

What are the drivers for the security controls that are
implemented in modern networks and organizations?
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Security controls

Corrective
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Presenter Notes
Presentation Notes
Security controls are defined as three types: preventive, detective, and corrective. They correspond to three of the stages of the security lifecycle. For each type of control, physical, technical, and administrative security measures can be implemented to ensure information confidentiality, integrity and availability (CIA).

In subsequent lessons, you will learn about specific security controls that you can implement in each phase of the security lifecycle.
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Compensating security controls

Primary data center

Your main data center has a card
reader system. When you go to an
alternate site, the data center
doesn’t have that same system.

What do you do to control who can
enter the alternate data center?

Card
reader

Alternate data center
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Presenter Notes
Presentation Notes
When you must protect multiple assets, you might not use the same type of security controls, but you must still achieve the same security level.



I What is hacking?

Hacking and cracking Penetration testing

Risk vectors and targets can be:
*  Physical

*  Technical

*  Social

D

Unauthorized access Tests for potential compromises
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I Security lifecycle




I Security lifecycle

* |ssue management

* [ssue remedlatlon i
* Monitor for security
risks
e Detect issues
: aAWS re/start
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* |dentify assets
B« Assess risk
T * Countermeasures

Security

lifecycle Detection




What does the security lifecycle look like in a real-world

DISCUSSIOn situation?

How does the security lifecycle differ between industries?

Who sets the rules for individual security need?
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Presenter Notes
Presentation Notes
Compliance frameworks give structure to the lifecycle associated with your specific security needs. Compliance frameworks are discussed next.




I Regulatory compliance




I Regulatory compliance

*  Security controls are often mandated by regulations.

Regulatory

* Country e SLA
 Industry * PLA

* Avoid conflicts among different localities, jurisdictions, or cultures.
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Presenter Notes
Presentation Notes
Service level agreement (SLA)
Project labor agreement (PLA)


. Cybersecurity standards

* Standards in IT continue to evolve. No single standard is foolproof or future-proof for your environment.
*  Organizations focused on developing standards:

ENISA

|IEEE COSO
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Presenter Notes
Presentation Notes
National Institute of Standards and Technology (NIST)
European Union Agency for Cybersecurity (ENISA)
European Telecommunications Standards Institute (ETSI)
International Organization for Standardization (ISO)
Internet Engineering Task Force (IETF) 
Institute of Electrical and Electronics Engineers (IEEE) 
Committee of Sponsoring Organizations (COSO)


I Compliance

*  External authority:
— Government or laws. Mandatory compliance
— Open standards. Compliance required to participate
—  Best practices. Optional compliance
*  Non-compliance has consequences:
— Government or laws. Civil, criminal, or financial penalties
— Open standards. Financial penalties or participation is denied
— Best practices. Loss of customers, partners, or revenue
*  Proper reporting is required to prove compliance.
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l Payment card industry (PCl) security standard

* PClis aregulated set of requirements intended to maintain a secure environment.

— Requirements focus on various aspects of data security.
* All entities involved in processing payment card data must comply with PCI Security Standards.
*  PCI Security Standards Council also provides security assessment procedures.
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Presenter Notes
Presentation Notes
For more information on PCI : https://www.pcisecuritystandards.org/


. Compliance standards: European Union

At its core, General Data Protection Regulation (GDPR) is a set of regulations created to
provide European Union (EU) citizens more enhanced control over their data.
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Presenter Notes
Presentation Notes
General Data Protection Regulation (GDPR) is a set of regulations created to provide European Union (EU) citizens more enhanced control over their data privacy and security. GDPR provides a comprehensive approach to protection for EU citizens and accountability principles for compliance.
 
GDPR will impose harsh penalties against those who violate privacy and security standards. Some penalties can reach into the tens of millions of euros. 

To better understand GDPR compliance, review the following list of the lawful basis for processing EU citizens’ data:
(a) If the data subject has given consent to the processing of his or her personal data
(b) To fulfill contractual obligations with a data subject, or for tasks at the request of a data subject who is in the process of entering into a contract
(c) To comply with a data controller's legal obligations
(d) To protect the vital interests of a data subject or another individual
(e) To perform a task in the public interest or in official authority
(f) For the legitimate interests of a data controller or a third party, unless these interests are overridden by interests of the data subject or her or his rights according to the Charter of Fundamental Rights (especially in the case of children)


United States: HIPAA

* U.S. Health Insurance Portability and Accountability Act of 1996
— Modernized the handling of healthcare information.
— Stipulates how personally identifiable information should be protected.
— Addresses limitations on healthcare insurance coverage.
— Consists of five titles that specify the laws of the act.

* Example: Healthcare providers do not disclose identities of patients over the phone to family
members.
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Presenter Notes
Presentation Notes
Health Insurance Portability and Accountability (HIPAA) is a US federal law that protects patients’ health information from being disclosed without the patient’s permission.


. Compliance standards: European Union

At its core, General Data Protection Regulation (GDPR) is a set of regulations created to
provide European Union (EU) citizens more enhanced control over their data.
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Presenter Notes
Presentation Notes
General Data Protection Regulation (GDPR) is a set of regulations created to provide European Union (EU) citizens more enhanced control over their data privacy and security. GDPR provides a comprehensive approach to protection for EU citizens and accountability principles for compliance.
 
GDPR will impose harsh penalties against those who violate privacy and security standards. Some penalties can reach into the tens of millions of euros. 

To better understand GDPR compliance, review the following list of the lawful basis for processing EU citizens’ data:
(a) If the data subject has given consent to the processing of his or her personal data
(b) To fulfill contractual obligations with a data subject, or for tasks at the request of a data subject who is in the process of entering into a contract
(c) To comply with a data controller's legal obligations
(d) To protect the vital interests of a data subject or another individual
(e) To perform a task in the public interest or in official authority
(f) For the legitimate interests of a data controller or a third party, unless these interests are overridden by interests of the data subject or her or his rights according to the Charter of Fundamental Rights (especially in the case of children)


I Compliance standards: Russia

Russian federal law on personal data:
* Consent of the individual is required.
* A personal data subject can revoke their previously granted consent.

* The transfer of personal data outside the Russian federation requires adequate protection in the
destination country.
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Presenter Notes
Presentation Notes
Implemented on July 27, 2006 
Consent of the individual is required for processing personal data. 
A personal data subject is entitled at any time to revoke their previously granted consent.

Generally, to transfer personal data outside the Russian Federation, the operator must make sure that the rights of personal data subjects will enjoy adequate protection in the destination country.



I Compliance standards: China

Cybersecurity law of the People's Republic of China:
* Requires select data to be stored in China.
* Allows Chinese authorities to conduct spot checks on a company’s network operations.
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Presenter Notes
Presentation Notes
Implemented on June 1, 2017.
Requires network operators to store select data within china and allows Chinese authorities to conduct spot-checks on a company’s network operations.
The law created:
The principle of cyberspace sovereignty
Defined the security obligations of internet products and services providers
Further perfected the rules of personal information protection
Established a security system for key information infrastructure
Instituted rules for the transnational transmission of data at critical information infrastructure



I Other standards

Sarbanes-Oxley Act (SOX)

Gramm-Leach-Bliley Act (GLBA) X

Federal Information Security Management Act (FISMA) X

General Data Protection Regulation (GDPR) X
Personal Information Protection and Electronic Documents Act (PIPEDA) X

Financial Industry Regulatory Authority (FINRA) X

Family Educational Rights and Privacy Act (FERPA) X

Dodd-Frank Wall Street Reform and Consumer Protection Act — U.S. X

- AWS re/start

V



I Compliance and company policy

29

Support compliance
through

comprehensive
policy

Due care and due
diligence

Policies align
business objectives

with laws and
regulations
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Key takeaways

Consider these perspectives when addressing information
security: confidentiality, integrity, and availability.

Common types of security issues include malware,
phishing, and social engineering.

A good security strategy implements the phases of the
security lifecycle: prevention, detection, response, and
analysis.

Various industry security compliance standards exist to
provide a framework for enforcing good security practices.
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Presenter Notes
Presentation Notes
Key takeaways from this lesson include:

Three perspectives when addressing information security: confidentiality, integrity, and availability.

Common types of security issues, such as malware, phishing, and social engineering.

A good security strategy that implements the phases of the security lifecycle: prevention, detection, response, and analysis.

Various industry security compliance standards that provide a framework for enforcing good security practices.


	Introduction to Security
	What you will learn
	What is security?
	Discussion: �Security introduction
	What is security?
	Why is security important?
	Types of threats
	Security strategy
	Types of security
	Strategy
	Discussion
	Security controls
	Compensating security controls
	What is hacking?
	Security lifecycle
	Security lifecycle
	Discussion
	Regulatory compliance
	Regulatory compliance
	Cybersecurity standards
	Compliance
	Payment card industry (PCI) security standard
	Compliance standards: European Union
	United States: HIPAA
	Compliance standards: European Union
	Compliance standards: Russia
	Compliance standards: China
	Other standards
	Compliance and company policy�
	Key takeaways

