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Introduction to IP subnetting
Networking Fundamentals

Presenter Notes
Presentation Notes
Welcome to Introduction to IP subnetting!
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What you will learn

At the core of the lesson

You will learn how to:
• Locate your local IP address
• Create subnetting, subnet masks, a host ID range, number of usable host IDs, and the 

broadcast ID without using a lot of math
• Divide a network into two or more networks (this is called IP subnetting)
• Use the Classless Inter-Domain Routing (CIDR) notation to specify subnet address ranges
• Describe how Amazon’s Virtual Private Cloud (VPC) handles subnetting
• Explain AWS’ VPC architectural components

Presenter Notes
Presentation Notes
You will learn how to:
Locate your local IP address
Create subnetting, subnet masks, a host ID range, number of usable host IDs, and the broadcast ID without using a lot of math
Divide a network into two or more networks (this is called IP subnetting)
Use the Classless Inter-Domain Routing (CIDR) notation to specify subnet address ranges
Describe how Amazon’s Virtual Private Cloud (VPC) handles subnetting
Detail how to provision AWS’ VPC architectural components

See “Architecture” for more information on AWS VPC at https://docs.aws.amazon.com/quickstart/latest/vpc/architecture.html.
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Refresher: What is an IP Address?

Presenter Notes
Presentation Notes
What is a subnet?
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What is an IP address?

Networking is how you connect computers and other devices around the world and 
allow them to communicate with one another. In this course, you’ve already seen a few 
examples of networking. Currently, we’re looking at systems from personal computers 
to smaller network infrastructures. Each has an IP address.

Think about them as delivery systems that can deliver mail to a rural address (only 
needing one IP address) or to many addresses in a large town (like a mass mailer sent 
to everyone in three zip code areas). 

Presenter Notes
Presentation Notes
What an IP address?
Networking is how you connect computers around the world and allow them to communicate with one another. In this course, you’ve already seen a few examples of networking. Currently, we’re looking at systems from personal computers to smaller network infrastructures. Each has an IP address.
Think about them as delivery systems that can deliver mail to a rural address (only needing one IP address) or to many addresses in a large town (like a mass mailer sent to everyone in three zip code areas). 
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Later, we will begin focusing on 
AWS-specific Global Infrastructure. 
These are huge areas that have 
buildings of servers, that reside in 
rows in data centers. The data 
centers reside in availability zones, 
which reside in regions.

But for now, remember that every 
device has an original IP address.

What does an IP address do in larger networks?

Presenter Notes
Presentation Notes
What an IP address in larger networks?

Later, we will begin focusing on AWS-specific Global Infrastructure. These are huge areas that have buildings of servers, that reside in rows in data centers. The data centers reside in availability zones, which reside in regions.

But for now, remember that every device has an original IP address.
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If you recall from an earlier lesson, and IP address is a unique address that identifies a 
device on the internet. This could be a:
• Any device on the internet
• A local network
• Or even a printer or other local device

IPV4 IP addresses are expressed as sets of four numbers (called 8-bit binary bits and are also 
referred to as octets. Each octet is assigned a decimal value. The left-most bit is assigned a 
value of 128. Each subsequent bit is assigned 64, 32, 16, 8, 4, 2,1 and 1, going from left to 
right. 

Each of those four sets can range from 0-255. Here is an example:

190.111.25.37

What is an IP address in an IPv4 IP?

Presenter Notes
Presentation Notes
What an IP address in an IPv4 IP?


If you recall from an earlier lesson, and IP address is a unique address that identifies a device on the internet. This could be a:
Any device on the internet
A local network
Or even a printer or other local device

IPV4 IP addresses are expressed as sets of four numbers (called 8-bit binary bits, and are also referred to as octets. Each octet is assigned a decimal value. The left-most bit is assigned a value of 128. Each subsequent bit is assigned 64, 32, 16, 8, 4, 2,1 and 1, going from left to right. 

Each of those four sets can range from 0-255. Here is an example:

190.111.25.37
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Each bit in the octet can be either a 1 or a 0. If the value is 1, it is counted as its decimal value, 
and if it is 0, it is ignored. 

Just by using the set of 8 bits and manipulating the 1’s and 0’s, you can obtain any value from 0 to 
255 for each octet. If all the bits are 0, the value of the octet is 0. If all the bits in the octet are 1, 
the value is 255, which is 128+64+32+16+8+4+2+1.

An IP address in Decimal, Binary, and Decimal Calculations

Decimal Value Binary Value Decimal Calculation
10 00001010 8+2=10
192 11000000 128+64=192
205 11001101 128+64+8+4+1=205
223 11011111 128+64+16+8+4+2+1=223

Presenter Notes
Presentation Notes
Each bit in the octet can be either a 1 or a 0. If the value is 1, it is counted as its decimal value, and if it is 0, it is ignored. 

Just by using the set of 8 bits and manipulating the 1’s and 0’s, you can obtain any value from 0 to 255 for each octet. If all the bits are 0, the value of the octet is 0. If all the bits in the octet are 1, the value is 255, which is 128+64+32+16+8+4+2+1.
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How to read a binary and decimal IP address
The phenomenon of logical addressing works on the Layer-3 of the OSI reference model and 
network components like routers and switches are the host devices that are most popularly used.
An IP Address is a 32-bit logical address that distinctively classifies a host of the network. The host 
can be a computer, Mobile handset, or even a tablet. The 32 bits binary IP address is made up of 
two distinctive parts: The Network address and the Host address.
It also has 4 octets as each octet is having 8 bits. This octet is converted into decimal and is 
separated by a format referred to as dotted-decimal format. The range of an octet in binary is 
from 00000000 to 11111111 and in decimal from 0 to 255. Binary IP addresses are separators are 
grouped by a colon between each octet. 
Example of an IP Address format:
Decimal: 192.168.1.64 (IPv4 protocol that uses a 32-bit address.)
Binary: 11000000:10101000:00000001:01000000 (IPv6 protocol that uses 128-bit hexadecimal IP 
address).

Presenter Notes
Presentation Notes
Understanding how to read a binary and decimal IP address

The phenomenon of logical addressing works on the Layer-3 of the OSI reference model and network components like routers and switches are the host devices that are most popularly used.
An IP Address is a 32-bit logical address that distinctively classifies a host of the network. The host can be a computer, Mobile handset, or even a tablet. The 32 bits binary IP address is made up of two distinctive parts: The Network address and the Host address.
It also has 4 octets as each octet is having 8 bits. This octet is converted into decimal and is separated by a format referred to as dotted-decimal format. The range of an octet in binary is from 00000000 to 11111111 and in decimal from 0 to 255. Binary IP addresses are separators are grouped by a colon between each octet. 
Example of an IP Address format:
Decimal: 192.168.1.64 (IPv4 protocol that uses a 32-bit address.)
Binary: 11000000:10101000:00000001:01000000 (IPv6 protocol that uses 128-bit hexadecimal IP address).
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Because we use so many IP addresses 
now and we’re running out of them in 
IPv4, we developed IPv6. These are 
longer, numeric labels that help identify 
and locate the network.  
• IPv6 uses 128 bits, whereas IPv4 uses 

32 bits. 
• IPv6 uses hexadecimal.
• Because it uses hex hexadecimal (4 

bits) it can consists of 32 hexadecimal 
numbers. 

• IPv6 IP addresses are grouped in 4 
sections, separated by colons. 

• Zeroes are omitted from an address.

What an IP address in an IPv6 IP?

Presenter Notes
Presentation Notes
What an IP address in an IPv6 IP?

Because we use so many IP addresses now and we’re running out of them in IPv4, we developed IPv6. These are longer, numeric labels that help identify and locate the network.  
IPv6 uses 128 bits, whereas IPv4 uses 32 bits. 
IPv6 uses hexadecimal.
Because it uses hex hexadecimal (4 bits) it can consists of 32 hexadecimal numbers. 
IPv6 IP addresses are grouped in 4 sections, separated by colons. 
Zeroes are omitted from an address.
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Internet Protocol works the same way as any other language, by communicating using set 
guidelines to pass information. All devices find, send, and exchange information with other 
connected devices using internet protocols. By speaking the same language, any computer in 
any location can talk to one another.
The use of IP addresses typically happens behind the scenes. The process works like this:
1. Your device indirectly connects to the internet by first connecting to your local service 

provider, which gives you initial access. 
2. From home, this is your ISP. From work, it will be your company network.
3. This is the point where your IP address is recognized or assigned, depending on whether you 

have a fixed or dynamic IP address.

How do IP addresses work and change?

Presenter Notes
Presentation Notes
The use of IP addresses typically happens behind the scenes. The process works like this:
Your device indirectly connects to the internet by first connecting to your local service provider, which gives you initial access. 
From home, this is your ISP. From work, it will be your company network.
This is the point where your IP address is recognized or assigned, depending on whether you have a fixed or dynamic IP address.
Your internet activity goes through the internet provider, and they route it back to you, using your IP address. Since they are giving you access to the internet, it is their role to assign an IP address to your device.
Your IP address can change. For example, turning your modem or router on or off can change it. Or you can contact your ISP, and they can change it for you.
When you are out (traveling or shopping), and you take your device with you, your home or work IP address does not come with you. Why? This is because you will be using another network (Wi-Fi at a hotel, airport, or coffee shop, etc.) to access the internet. All of these internets will assign different (and temporary) IP address.
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4. Your internet activity goes through the internet provider, and they route it back to you, 
using your IP address. Since they are giving you access to the internet, it is their role to 
assign an IP address to your device.

5. Your IP address can change. For example, turning your modem or router on or off can 
change it. Or you can contact your ISP, and they can change it for you.

6. When you are out (traveling or shopping), and you take your device with you, your home or 
work IP address does not come with you. Why? This is because you will be using another 
network (Wi-Fi at a hotel, airport, or coffee shop, etc.) to access the internet. All of these 
internets will assign different (and temporary) IP address.

How do IP addresses work and change?

Presenter Notes
Presentation Notes
Your internet activity goes through the internet provider, and they route it back to you, using your IP address. Since they are giving you access to the internet, it is their role to assign an IP address to your device.
Your IP address can change. For example, turning your modem or router on or off can change it. Or you can contact your ISP, and they can change it for you.
When you are out (traveling or shopping), and you take your device with you, your home or work IP address does not come with you. Why? This is because you will be using another network (Wi-Fi at a hotel, airport, or coffee shop, etc.) to access the internet. All of these internets will assign different (and temporary) IP address.
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How to locate an IP address

Presenter Notes
Presentation Notes
What is a subnet?
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You should always be able to find the IP address on any device. The best way to do it is to use 
google to look up the instructions for the device you are using. Here are the instructions for 
finding your local IP address for the PC.
In Windows :
1. To the right of the Search button, in the Search text box, enter “command prompt” (without 

quotes), and press Enter.

2. In the Command Prompt box, enter “ipconfig” (no quote marks), and press Enter. 
3. Scroll down to see a list of Wireless Lan Adapter Wi Fi information, including IP addresses.

How to find an IP address

Presenter Notes
Presentation Notes
How to search for other IP addresses:

You should always be able to find the IP address on any device. The best way to do it is to use google to look up the instructions for the device you are using. Here are the instructions for finding your local IP address for the PC.
In Windows :
To the right of the Search button, in the Search text box, enter “command prompt” (without quotes), and press Enter.
In the Command Prompt box, enter “ipconfig” (no quote marks), and press Enter. 
Scroll down to see a list of Wireless Lan Adapter Wi Fi information, including IP addresses.
On a Mac:
Go to System Preferences
Select network, and then the information should be visible.

On an iPhone:
Go to Settings
Scroll down to find the Wi-Fi you are connected to.
Tap the “i" in a circle () next to your WiFi network.
Depending on which version of iPhone you have, the IP address should be visible under the DHCP tab or you can scroll down and see it further down the page.
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Here is an example of what you’ll see after scrolling down the results of your Ipconfig search.

Notice that you can see:
• IPv4 address (192.168.1.2)
• IPv6 address (2600:100f:b011:b30d:b17b:6e32:c2d57e98)
• Subnet (255.255.255.0)

How to find an IP address (Continued)

Presenter Notes
Presentation Notes


Here is an example of what you’ll see after scrolling down the results of your Ipconfig search.

Notice that you can see:
IPv4 address (192.168.1.2)
IPv6 address (2600:100f:b011:b30d:b17b:6e32:c2d57e98)
Subnet (255.255.255.0)

Internet Society : IPv6 Fact Sheet
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• What is the main command used to find any IP address?
• How many IPvx IP addresses will you see when you search for one?
• What are the IPvx numbers you can see?
• What is one other item you might see in the example shown in the section you just 

completed?

Key Takeaways

Presenter Notes
Presentation Notes
Key Takeaways

A subnet is a logical organization of connected devices.
A host device will have the last two octets as 0.0 but the subnet last next to last will have numbers ranging from 8, 16, or 24 depending upon its class.
IPv6 uses 128 bits for its IP addresses and 32 hexadecimal numbers.
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What is a subnet?

Presenter Notes
Presentation Notes
What is a subnet?
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What is a subnet?
A subnet is a segmented piece of a larger 
network and is often thought of a subnetwork. 
More specifically, subnets are a logical partition 
of an IP network into multiple, smaller network 
segments.

Organizations use a subnet to subdivide large 
networks into smaller, more efficient 
subnetworks. They split larger networks into a 
groupings of smaller, interconnected networks to 
help minimize traffic. Using subnets, traffic takes 
the most efficient routes, increasing network 
speeds.

Increased 
Speed

Reduce 
Network 
Traffic

Better 
Security

Reasons for using subnets

Presenter Notes
Presentation Notes
What is a subnet?

A subnet is a segmented piece of a larger network and is often thought of a subnetwork. More specifically, subnets are a logical partition of an IP network into multiple, smaller network segments.
 
Organizations use a subnet to subdivide large networks into smaller, more efficient subnetworks. They split larger networks into a groupings of smaller, interconnected networks to help minimize traffic. Using subnets, traffic takes the most efficient routes, increasing network speeds.
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A subnet is a segmented piece of a larger network 
and is often thought of a subnetwork. More 
specifically, subnets are a logical partition of an IP 
network into multiple, smaller network segments.

Organizations use subnets to subdivide large 
networks into smaller, more efficient subnetworks. 
They split larger networks into a groupings of smaller, 
interconnected networks to help minimize traffic. 

In this example, splitting the network into two allows 
less printer traffic on each printer so jobs print faster. 
If this weren’t done, you would have 6 people 
standing in line waiting for their 100-page reports to 
print. That would cost a loss of productivity, efficiency, 
and more.

Why are subnets used?

Note: A subnet is a logical organization of 
connected devices whose main purpose is 
to relieve network traffic congestion.

Presenter Notes
Presentation Notes

Why are subnets used?
A subnet is a segmented piece of a larger network and is often thought of a subnetwork. More specifically, subnets are a logical partition of an IP network into multiple, smaller network segments.
Organizations use subnets to subdivide large networks into smaller, more efficient subnetworks. They split larger networks into a groupings of smaller, interconnected networks to help minimize traffic. 

In this example, splitting the network into two allows less printer traffic on each printer so jobs print faster. If this weren’t done, you would have 6 people standing in line waiting for their 100-page reports to print. That would cost a loss of productivity, efficiency, and more.

Note: A subnet is a logical organization of connected devices whose main purpose is to relieve network traffic congestion.
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Use subnets to:
• Optimize network performance
• Maximize the efficiency of IP addressing 
• Extend the life of IPV4 because of its scarcity 
• Reduce network traffic by eliminating collision and broadcast traffic 
• Allows the efficient application of network security policies at the interconnection between 

subnets
• Facilitate spanning of large geographical distances (especially for AWS’s needs
• Prevents the allocation of large numbers of unused IP network addresses

More reasons to use subnets

Presenter Notes
Presentation Notes
More reasons to use subnets

Use subnets to:
Optimize network performance
Maximize the efficiency of IP addressing 
Extend the life of IPV4 because of its scarcity 
Reduce network traffic by eliminating collision and broadcast traffic 
Allows the efficient application of network security policies at the interconnection between subnets
Facilitate spanning of large geographical distances (especially for AWS’s needs
Prevents the allocation of large numbers of unused IP network addresses
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• Each device on each subnet has an address 
that logically associates it with the others on 
the same subnet. This also prevents devices 
on one subnet from getting confused with 
hosts on the other subnet.

• In terms of IP addressing and subnets, these 
devices are referred to as hosts. In our 
previous example, there is a network (the 
company), which is divided into logical 
subnets (department a and b), each of which 
has its own hosts (users and printers).

What is a subnet?

Presenter Notes
Presentation Notes
What is a subnet?
Each device on each subnet has an address that logically associates it with the others on the same subnet. This also prevents devices on one subnet from getting confused with hosts on the other subnet.

In terms of IP addressing and subnets, these devices are referred to as hosts. In our previous example, there is a network (the company), which is divided into logical subnets (department a and b), each of which has its own hosts (users and printers).
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1. Before applying subnetting, the router 
only moves traffic to one network. 

2. After subnetting is applied, notice that 
the router splits the traffic into two 
networks. 

3. The Router contains a table called the 
router table that contains a map 
showing where the router should direct 
traffic. (Not seen here.)

Example showing an IP before and after subnetting

Presenter Notes
Presentation Notes
Before applying subnetting the router only moves traffic to one network. 
After subnetting is applied, notice that the router splits the traffic into two networks. 

A subnet is a network that falls within a Class A, B, or C network. Subnets are created by using one or more of the Class A, B, or C host bits to extend the network ID. Thus, instead of the standard 8-, 16-, or 24-bit network ID, subnets can have network IDs of any length.
The illustration below shows an example of a network before and after subnetting has been applied. In the unsubnetted network, the network has been assigned the Class B address 144.28.0.0. All the devices on this network must share the same broadcast domain.
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Q: What do you notice when you look at the 
IP addresses after the subnetting has been 
applied? 

A: The first two sections of network are the 
network identifier (144.28.0.0) and the 
subnets are identified as 144.28.16.0 and 
32.0. But to the outside world, the IP 
address is only seen as 144.28.0.0.

Note: you can use up to 3 of the 4 octets for 
subnets, depending on the class, which will 
be explained in an upcoming section. 

More about after subnetting

Presenter Notes
Presentation Notes
More about subnetting
Q: What do you notice when you look at the IP addresses after the subnetting has been applied? �
A: The first two sections of network are the network identifier (144.28.0.0) and the subnets are identified as 144.28.16.0 and 32.0. But to the outside world, the IP address is only seen as 144.28.0.0.

Note: you can use up to 3 of the 4 octets for subnets, depending on the class, which will be explained in an upcoming section. 
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Here is a larger configuration with additional 
devices. Imagine a large corporation where 
there are many external IP addresses 
connected to routers, switches, and printers, 
computers, smart tv monitors, and many, 
many more devices and you can start to 
understand the incredible power that you can 
harness once you understand and use 
subnets in your network configurations. 

Larger internet configuration with subnets

Here is a larger configuration with additional 
devices. Imagine a large corporation where 
there are many external IP addresses 
connected to routers, switches, and printers, 
computers, smart tv monitors, and many, 
many more devices and you can start to 
understand the incredible power that you can 
harness once you understand and use 
subnets in your network configurations. 

In this example, the external IP is 200.44.55.33 
but the subnets, (after the router) all begin with 
192.168.1 and only the last octet is different. 
The subnets are 101-103. 

Presenter Notes
Presentation Notes
Here is a larger configuration with additional devices. Imagine a large corporation where there are many external IP addresses connected to routers, switches, and printers, computers, smart tv monitors, and many, many more devices and you can start to understand the incredible power that you can harness once you understand and use subnets in your network configurations. 
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Q: At what point to you think the 
subnet is split from its primary IP 
address?

Larger internet configuration with subnets
A: the first two sections of network are the 
network identifier (144.28.0.0) and the subnets are 
identified as 144.28.16.0 and 32.0. But to the 
outside world, the IP address is only seen as 
144.28.0.0.

Note: you can use up to 3 of 
the 4 octets for subnets, 
depending on the class, 
which will be explained in an 
upcoming section. 

Presenter Notes
Presentation Notes
Q: At what point to you think the subnet is split from its primary IP address?
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What you need to know to calculate subnets
Subnets can be complicated. However, the following slides will show you a simple method for 
creating them. You will have to know the following items:
• Subnet mask
• Network ID
• Host ID
• Broadcast ID

But how can you find those items?
Remember earlier when we learned to use ping? You can use it again to see everything available 
to you when using that command. 

For this example, lets start with the following IP address: 192.168.4.0/24

Presenter Notes
Presentation Notes
Subnets can be complicated. However, the following slides will show you a simple method for creating them. You will have to know the following items:
Subnet mask
Network ID
Host ID
Broadcast ID

But how can you find those items?
Remember earlier when we learned to use ping? You can use it again to see everything available to you when using that command. 

For this example, lets start with the following IP address: 

192.168.4.0/24

You should always be able to find the IP address on any device. The best way to do it is to use google to look up the instructions for the device you are using. Here are the instructions for finding your local IP address for the PC.
See slide 12 for full instructions for other devices. 
In Windows :
To the right of the Search button, in the Search text box, enter “command prompt” (without quotes), and press Enter.��
In the Command Prompt box, enter “ipconfig” (no quote marks), and press Enter. 
Scroll down to see a list of Wireless Lan Adapter Wi Fi information, including IP addresses.
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Calculating subnets (contd)
Now let’s create 3 subnets for IP address: 192.168.4.0/24 for each department:
• Reception/front desk
• Mail room
• Guest or public use

Next, list this information for each subnet:
• Network ID
• Subnet mask
• Host ID range
• # of usable host IDs
• Broadcast ID

Wow! This sounds really 
complicated, right?. But don’t 

worry. We’ve got tricks to show 
you the easy way to do these 

tasks.

Presenter Notes
Presentation Notes
Now let’s create 3 subnets for IP address: 192.168.4.0/24 for each department:
Reception/front desk
Mail room
Guest or public use

Calculating subnets (contd)

Next, list this information for each subnet:
Network ID
Subnet mask
Host ID range
# of usable host IDs
Broadcast ID

Wow! This sounds really complicated, right?. But don’t worry. We’ve got tricks to show you the easy way to do these tasks.
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Calculating subnets (contd)
Let’s create a table like the following example:

Having a table makes it easy to solve most of the subnetting issues.
• Row 1 – Has 9 numbers. Each of the numbers is a double of the previous number. 
• Row 2 – Also has 9 numbers is a reverse of the first row.
• Row 3  - We use the shorthand format for this row, starting with 24 and going up to 32. 

OK, we have our subnet table, but now what? How do we get all those fields we need?

Presenter Notes
Presentation Notes
Calculating subnets (contd)

Let’s create a table like the following example:


Having a table makes it easy to solve most of the subnetting issues.
Row 1 – Has 9 numbers. Each of the numbers is a double of the previous number. 
Row 2 – Also has 9 numbers is a reverse of the first row.
Row 3  - We use the shorthand format for this row, starting with 24 and going up to 32. 

OK, we have our subnet table, but now what? How do we get all those fields we need?
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Calculating subnets (contd)
1. Use the network ID you were assigned earlier192.168.4.0/24 to create three subnets 

(Reception, Mail room, and guest use). 
2. Find the Network ID for the subnet:
3. Identify the number that will come the closest to containing 3 subnets. You can’t find the 

number 3 in the first row, but 4 will work. 

Presenter Notes
Presentation Notes
Calculating subnets (contd)

Use the network ID you were assigned earlier192.168.4.0/24 to create three subnets (Reception, Mail room, and guest use). 
Find the Network ID for the subnet:
Identify the number that will come the closest to containing 3 subnets. You can’t find the number 3 in the first row, but 4 will work. 
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Calculating subnets (contd)
If you circle all of the numbers in this column, you will get most of your answers from here. 

• 4 is the number of subnets.
• 64 is the number of total host ids, including 

network ID and broadcast ID 
• /26 is the new subnet mask for all of the four 

subnets we are creating.

OK, So far it sounds simple, but 
now what? How do we get the 

rest of the items we’re supposed 
to get and what do we do with 

this information?

Presenter Notes
Presentation Notes
Calculating subnets (contd)

If you circle all of the numbers in this column, you will get most of your answers from here. 

4 is the number of subnets.
64 is the number of total host ids, including network ID and broadcast ID 
/26 is the new subnet mask for all of the four subnets we are creating.

OK, So far it sounds simple, but now what? How do we get the rest of the items we’re supposed to get and what do we do with this information?
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Creating a table for your subnets
Create a table with the information we have so far:

1. The first network ID is always the original ID but the last number is 0.
2. The second ID is zero plus 64. Look back at the rows you circled (4,64,/26).
3. The third Network ID is 64+64, so it would be 128.
4. The 4th Network ID is still calculated, even though we are only planning to use 3. It would be 

128+64, which is 192. Notice that you are adding the prior two line’s Network IDs to create 
additional network IDs.  

Network ID Subnet Mask Host ID Range # of Usable Hosts Broadcast IDs

192.168.4.0

192.168.4.64

192.168.4.128

192.168.4.192

Presenter Notes
Presentation Notes
Creating a table for your subnets

Network ID
192.168.4.0
192.168.4.64
192.168.4.128
192.168.4.192


The first network ID is always the original ID but the last number is 0.
The second ID is zero plus 64. Look back at the rows you circled (4,64,/26).
The third Network ID is 64+64, so it would be 128.
The 4th Network ID is still calculated, even though we are only planning to use 3. It would be 128+64, which is 192. Notice that you are adding the prior two line’s Network IDs to create additional network IDs.  




31

Finding the subnet mask

Network ID Subnet Mask Host ID Range # of Usable Hosts Broadcast IDs

192.168.4.0 /26

192.168.4.64 /26

192.168.4.128 /26

192.168.4.192 /26

The subnet mask for this exercise is /26 for the entire group of Network IDs. 

You didn’t even need to break a sweat to 
figure out the subnets. See, it isn’t as hard to 
do this as people make it out to be. They just 

don’t know the Amazon way. 

Presenter Notes
Presentation Notes
Finding the subnet mask

The subnet mask for this exercise is /26 for the entire group of Network IDs. You didn’t even need to break a sweat to figure that part out. See, it isn’t as hard to do this as people tell you it is. They just don’t know the Amazon way. 

Subnet Mask
/26
/26
/26
/26
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Finding the # of usable hosts
The first host ID is reserved for the the Network ID. And the last Host ID is reserved for the 
Broadcast ID. So, the # of usable hosts is 64-2 = 62. Use 62 for all of the Usable Hosts.

You didn’t even need to break a sweat to 
figure out the subnets. See, it isn’t as hard to 
do this as people make it out to be. They just 

don’t know the Amazon way. 

Network ID Subnet Mask Host ID Range # of Usable Hosts Broadcast IDs

192.168.4.0 /26 62

192.168.4.64 /26 62

192.168.4.128 /26 62

192.168.4.192 /26 62

Presenter Notes
Presentation Notes
Finding the # of usable hosts

The first host ID is reserved for the the Network ID. And the last Host ID is reserved for the Broadcast ID. So, the # of usable hosts is 64-2 = 62. Use 62 for all of the Usable Hosts.
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Finding the Broadcast ID
• Remember that the last host ID is reserved for the broadcast ID. 

So, the first Broadcast ID is 63. 
• We don’t add anything to the first Network ID, so the second

line is 0+128-1=127.
• The next Broadcast ID is 128+64-1=191.
• The last subnet’s Broadcast ID is calculated as 191+128-1=255.

Tip: You can also just add 
64 to each ID after the 

first one to calculate the 
Broadcast IDs.

Network ID Subnet Mask Host ID Range # of Usable Hosts Broadcast IDs

192.168.4.0 /26 62 192.168.4.63

192.168.4.64 /26 62 192.168.4.127

192.168.4.128 /26 62 192.168.4.191

192.168.4.192 /26 62 192.168.4.255

Presenter Notes
Presentation Notes
Finding the Broadcast ID

Remember that the last host ID is reserved for the broadcast ID. �So, the first Broadcast ID is 63. 
We don’t add anything to the first Network ID, so the second�line is 0+128-1=127.
The next Broadcast ID is 128+64-1=191.
The last subnet’s Broadcast ID is calculated as 191+128-1=255.

Broadcast IDs
192.168.4.63
192.168.4.127
192.168.4.191
192.168.4.255

Tip: You can also just add 64 to each ID after the first one to calculate the Broadcast IDs.
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Finding the Host ID range
The last piece of the puzzle that we need to calculate is the Host ID Range. This range can be 
any IDs between its Network ID (192.168.4.0) and its broadcast ID (192.168.4.255).

So, the first Host ID range is between 192.168.4.1-192.168.4.62. Remember that the first 
and last Hos IDs are 

reserved. 

Network ID Subnet Mask Host ID Range # of Usable Hosts Broadcast IDs

192.168.4.0 /26 192.168.4.1-
192.168.4.62

62 192.168.4.63

192.168.4.64 /26 62 192.168.4.127

192.168.4.128 /26 62 192.168.4.191

192.168.4.192 /26 62 192.168.4.255

Presenter Notes
Presentation Notes
Finding the Host ID range

The last piece of the puzzle that we need to calculate is the Host ID Range. This range can be any IDs between its Network ID (192.168.4.0) and its broadcast ID (192.168.4.255).

So, the first Host ID range is between 192.168.4.1-192.168.4.62.

Remember that the first and last Hos IDs are reserved. 


Host ID Range
192.168.4.1-192.168.4.62





35

Finding the Host ID range
Let’s calculate the other Host ID ranges:
• The second range is between 64 and 127.
• The third range is between 128 and 191.
• The last range is between 192 and 255.

How easy was that? You just 
learned to figure out how to create 

subnets, a subnet mask, host ID 
ranges, the number of usable 

hosts, and broadcast IDs.

Network ID Subnet Mask Host ID Range # of Usable Hosts Broadcast IDs

192.168.4.0 /26 192.168.4.1-
192.168.4.62

62 192.168.4.63

192.168.4.64 /26 192.168.4.65-
192.168.4.126

62 192.168.4.127

192.168.4.128 /26 192.168.4.129-
192.168.4.190

62 192.168.4.191

192.168.4.192 /26 192.168.4.193-
192.168.4.254

62 192.168.4.255

Presenter Notes
Presentation Notes
Finding the Host ID range

The last piece of the puzzle that we need to calculate is the Host ID Range. This range can be any IDs between its Network ID (192.168.4.0) and its broadcast ID (192.168.4.255).

So, the first Host ID range is between 192.168.4.1-192.168.4.62.

Host ID Range
192.168.4.1-192.168.4.62
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Now what?
The original objective was to create three subnets:
 Reception/front desk
 Mail room
 Guest or public use

Then we needed to list this information for each 
subnet:
 Network ID
 Subnet mask
 Host ID range
 # of usable host IDs
 Broadcast ID

Presenter Notes
Presentation Notes
Now what?

The original objective was to create three subnets:
Reception/front desk
Mail room
Guest or public use

Then we needed to list this information for each subnet:
Network ID
Subnet mask
Host ID range
# of usable host IDs
Broadcast ID
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Adding the Subnet use to the table
Let’s add a column to our table to assign which subnet is used for what subnet so you don’t 
confuse them. Notice there is a new column 1 that indicates the use of each subnet and the 
extra one that isn’t being used at present. Documentation is important when you work with 
subnets. There are lots of IP addresses to track.

Subnet Use Network ID Subne
t 
Mask

Host ID Range # of Usable 
Hosts

Broadcast IDs

Reception/Front 
desk

192.168.4.0 /26 192.168.4.1-
192.168.4.62

62 192.168.4.63

Mail room 192.168.4.64 /26 192.168.4.65-
192.168.4.126

62 192.168.4.127

Guest/Public Use 192.168.4.128 /26 192.168.4.129-
192.168.4.190

62 192.168.4.191

Not used at 
present

192.168.4.192 /26 192.168.4.193-
192.168.4.254

62 192.168.4.255

Presenter Notes
Presentation Notes
Adding the Subnet use to the table

Let’s add a column to our table to assign which subnet is used for what subnet so you don’t confuse them. Notice there is a new column 1 that indicates the use of each subnet and the extra one that isn’t being used at present. Documentation is important when you work with subnets. There are lots of IP addresses to track.
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Adding the Subnet use to the table
Let’s add a column to our table to assign which subnet is used for what subnet so you don’t 
confuse them. Notice there is a new column 1 that indicates the use of each subnet and the 
extra one that isn’t being used at present. Documentation is important when you work with 
subnets. There are lots of IP addresses to track.

Subnet Use Network ID Subne
t 
Mask

Host ID Range # of Usable 
Hosts

Broadcast IDs

Reception/Front 
desk

192.168.4.0 /26 192.168.4.1-
192.168.4.62

62 192.168.4.63

Mail room 192.168.4.64 /26 192.168.4.65-
192.168.4.126

62 192.168.4.127

Guest/Public Use 192.168.4.128 /26 192.168.4.129-
192.168.4.190

62 192.168.4.191

Not used at 
present

192.168.4.192 /26 192.168.4.193-
192.168.4.254

62 192.168.4.255

Presenter Notes
Presentation Notes
Now w

The original objective was to create three subnets:
Reception/front desk
Mail room
Guest or public use

Then we needed to list this information for each subnet:
Network ID
Subnet mask
Host ID range
# of usable host IDs
Broadcast ID
hat?
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Routing tables
Let’s add a column to our table to assign which subnet is used for what subnet so you don’t 
confuse them. Notice there is a new column 1 that indicates the use of each subnet and the 
extra one that isn’t being used at present. Documentation is important when you work with 
subnets. There are lots of IP addresses to track.

Subnet Use Network ID Subne
t 
Mask

Host ID Range # of Usable 
Hosts

Broadcast IDs

Reception/Front 
desk

192.168.4.0 /26 192.168.4.1-
192.168.4.62

62 192.168.4.63

Mail room 192.168.4.64 /26 192.168.4.65-
192.168.4.126

62 192.168.4.127

Guest/Public Use 192.168.4.128 /26 192.168.4.129-
192.168.4.190

62 192.168.4.191

Not used at 
present

192.168.4.192 /26 192.168.4.193-
192.168.4.254

62 192.168.4.255

Presenter Notes
Presentation Notes
Rputing tables
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Adding routes to the route table
A routing table is a set of rules, often viewed in table format, that is used to determine 
where data packets traveling over an Internet Protocol (IP) network will be directed. All IP-
enabled devices, including routers and switches, use routing tables. The table we created is a 
sample of the type of information you will track in the table.

Subnet Use Network ID Subne
t 
Mask

Host ID Range # of Usable 
Hosts

Broadcast IDs

Reception/Front 
desk

192.168.4.0 /26 192.168.4.1-
192.168.4.62

62 192.168.4.63

Mail room 192.168.4.64 /26 192.168.4.65-
192.168.4.126

62 192.168.4.127

Guest/Public Use 192.168.4.128 /26 192.168.4.129-
192.168.4.190

62 192.168.4.191

Not used at 
present

192.168.4.192 /26 192.168.4.193-
192.168.4.254

62 192.168.4.255

Presenter Notes
Presentation Notes
Adding routes to the route table

A routing table is a set of rules, often viewed in table format, that is used to determine where data packets traveling over an Internet Protocol (IP) network will be directed. All IP-enabled devices, including routers and switches, use routing tables.

The table we created is a sample of the type of information you will track in the table.
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How routing works
You can scan your own computer’s network connection properties to see its properties and 
begin to see how routing works at the local level. 

In Windows 10: 
1. Go to Settings > Network & Internet > Status > View hardware and connection 

properties. 
2. The next screen displays details for your different network connections.
3. Scroll through the settings to find devices that are connected to the internet.

Presenter Notes
Presentation Notes
How routing works
A routing table is a set of rules, often viewed in table format, that is used to determine where data packets traveling over an Internet Protocol (IP) network will be directed. All IP-enabled devices, including routers and switches, use routing tables.

The table we created is a sample of the type of information you will track in the table.
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How routing works
Here is a sample of what you might see once you find a device that is connected to the 
internet. If it doesn’t say it is connected, keep looking through all the devices that you might 
be connected to but just are not turned on at present time.

Presenter Notes
Presentation Notes
How routing works
Here is a sample of what you might see once you find a device that is connected to the internet. If it doesn’t say it is connected, keep looking through all the devices that you might be connected to but just are not turned on at present time.
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How to access a router as an admin
You must be an administrator to access a router. If you run a large internet, you probably will 
need additional security to make changes to your route tables. Some companies only 
designate people with specific skills with the permission levels to make traffic changes to 
routers. 

In this lesson, you will learn some very basic skills to access a router. Later, once you have a 
better understanding of network security, how Amazon Web Services handles VPC access, 
and other information, then you’ll be ready for more advanced instructions.

There are several reasons you may need to access your router as an administer. One basic 
reason is to change the default username and password. You access the router through a 
web browser using either an Ethernet cable or a wireless connection.

Presenter Notes
Presentation Notes
How to access a router as an admin
You must be an administrator to access a router. If you run a large internet, you probably will need additional security to make changes to your route tables. Some companies only designate people with specific skills with the permission levels to make traffic changes to routers. 

In this lesson, you will learn some very basic skills to access a router. Later, once you have a better understanding of network security, how Amazon Web Services handles VPC access, and other information, then you’ll be ready for more advanced instructions.

There are several reasons you may need to access your router as an administer. One basic reason is to change the default username and password. You access the router through a web browser using either an Ethernet cable or a wireless connection. 
o access a router as admin
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How to access a router as an admin
1. Identify the IP address of the router.
2. Use a web browser with either Chrome, Firefox, or Internet Explorer and type in the 

router’s IP address (in the format of http://192.168.4.0).
3. Use your admin login information to access the admin settings. 

(Note: Routers are shipped with default usernames and passwords—usually, the 
word admin, but it could be different for your router. Some routers might not have a 
password or username.)

Presenter Notes
Presentation Notes
How to access a router as an admin
Identify the IP address of the router.
Use a web browser with either Chrome, Firefox, or Internet Explorer and type in the router’s IP address (in the format of http://192.168.4.0).
Use your admin login information to access the admin settings. �(Note: Routers are shipped with default usernames and passwords—usually, the word admin, but it could be different for your router. Some routers might not have a password or username.)

Troubleshooting:

What If I Can't Access My Router?
If, after you try the username and password on the router, the browser returns an error message, your computer might not be connected to the correct router, or the username and password combination might not be correct.
If you're sure that you're using the correct IP address to access the router, try the following procedures:
Reboot the router.
Open a web browser and request a connection to the router using its IP address.
If that doesn't work, temporarily disable any firewall on your device.
Try again to open a web browser and request a connection to the router using its IP address.
Still no luck? Reset your router to factory defaults.
Open a web browser and request a connection to the router using its IP address.


If you reset your router to factory defaults, you will cause the router to restore to its default condition with the default IP address, username, and password that it shipped with initially.



http://192.168.4.0/
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IP subnetting is a method for 
dividing a single, physical 
network into smaller 
subnetworks (subnets). 
Subnetting in an IPv4 
address gives you 32-bits to 
divide into two parts: 
• a network ID 
• a host ID 

How subnetting works
Depending on the number of bits you assign to the network ID, 
subnetting allows for either a greater number of total subnetworks 
or more hosts (devices that can be part of each subnet).

Note: Here is a table indicating 
the number of octets that can 
be used by class.

Presenter Notes
Presentation Notes
How subnetting works
IP subnetting is a method for dividing a single, physical network into smaller subnetworks (subnets). Subnetting in an IPv4 address gives you 32-bits to divide into two parts: 
a network ID 
a host ID 
Depending on the number of bits you assign to the network ID, subnetting allows for either a greater number of total subnetworks or more hosts (devices that can be part of each subnet).
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• A subnet is a logical organization of connected devices
• A subnet gives you a lot of capacity for growth
• A host device will have the last two octets as 0.0 but the subnet last next to last will have 

numbers ranging from 8, 16, or 24 depending upon its class.
• IPv6 uses 128 bits for its IP addresses and 32 hexadecimal numbers

Key Takeaways

Presenter Notes
Presentation Notes
Key Takeaways

A subnet is a logical organization of connected devices.
A subnet gives you a lot of capacity for growth.
A host device will have the last two octets as 0.0 but the subnet last next to last will have numbers ranging from 8, 16, or 24 depending upon its class.
IPv6 uses 128 bits for its IP addresses and 32 hexadecimal numbers.
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What is a subnet mask?

Presenter Notes
Presentation Notes
What is a subnet?
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Every device has an IP address with two pieces: the client or host address and the server or 
network address. IP addresses are either configured by a Dynamic Host Configuration Protocol 
(DHCP) server or manually configured (static IP addresses). 
The subnet mask splits the IP address into the host and network addresses, thereby defining 
which part of the IP address belongs to the device and which part belongs to the network. It 
also covers up the subnet so that it isn’t seen outside of allowed traffic.

What is a subnet mask?

The Router subnet is split up at the 
router. Notice the external IP address is 
completely different until it gets to the 
router and then it changes completely to 
another IP address.

Note: Routers can connect to different 
subnets and switches can connect to the 
same subnet. 

Presenter Notes
Presentation Notes
What is a subnet mask?

Every device has an IP address with two pieces: the client or host address and the server or network address. IP addresses are either configured by a Dynamic Host Configuration Protocol (DHCP) server or manually configured (static IP addresses). 
The subnet mask splits the IP address into the host and network addresses, thereby defining which part of the IP address belongs to the device and which part belongs to the network.

The Router subnet is split up at the router. Notice the external IP address is completely different until it gets to the router and then it changes completely to another IP address.�
Note: Routers can connect to different subnets and switches can connect to the same subnet. 
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What is a subnet mask?
As you saw in the previous section, the IP address, subnet mask and gateway or router, together 
create an underlying structure called the Internet Protocol, that most networks use to facilitate 
inter-device communication.
When organizations require more subnetworking,  as their need for additional devices grow, 
subnetting divides the host element of the IP address to further increase the number of 
available subnets. The goal of subnet masks are to create more subnets. The phrase “mask” is 
applied because the subnet mask essentially uses its own 32-bit number to mask the IP address.
The subnet mask is used by the router to cover up the true network address. It shows which bits 
are used to identify the subnet but cannot be seen by just anyone. It allows for privacy and 
makes it more difficult for hackers to penetrate.
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How to use a submask
Every network has its own unique address. Like here, class B network has network address 
172.20.0.0, which has all zeroes in the host portion of the address.  Example IP address: 
11000001. Here 1st and 2nd bits are 1, and the 3rd bit is 0; hence, it is class C.

This example shows how IP addresses 
should be deconstructed, which makes 
it simple for Internet routers to find 
the right Network to route data into. 
However, in a Class A network there 
could be millions of connected 
devices, and it could take some time 
for the router to find the right device.

Presenter Notes
Presentation Notes
How to use a submask

Every network has its own unique address. Like here, class B network has network address 172.20.0.0, which has all zeroes in the host portion of the address.  Example IP address: 11000001. Here 1st and 2nd bits are 1, and the 3rd bit is 0; hence, it is class C.

This example shows how IP addresses should be deconstructed, which makes it simple for Internet routers to find the right Network to route data into. However, in a Class A network there could be millions of connected devices, and it could take some time for the router to find the right device.
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Methods of subnet masking
There are two methods of submasking: Straight and Short-cut.

Straight:
Use the binary notation method for both the address and the mask. Then apply the AND 
operation to get the block address. 
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Calculating the Network Address:

• The network address is the logical 
AND of the respective bits in the 
binary representation of the IP 
address and network mask.

• Align the bits in both addresses, 
and then perform a logical AND on 
each pair of the respective bits. 
Then convert the individual octets 
of the result back to decimal.

• Logical AND truth table:

Cheat sheet for additional network calculations

Presenter Notes
Presentation Notes
Cheat sheet for additional network calculations

Calculating the Network Address:
The network address is the logical AND of the respective bits in the binary representation of the IP address and network mask. Align the bits in both addresses, and perform a logical AND on each pair of the respective bits. Then convert the individual octets of the result back to decimal.
Logical AND truth table:
128.42.5.4 in binary: 10000000 00101010 00000101 00000100 255.255.248.0 in binary: 11111111 11111111 11111000 00000000 ----------------------------------- [Logical AND] 10000000 00101010 00000000 00000000 ------> 128.42.0.0 As you can see, the network address of 128.42.5.4/21 is 128.42.0.0
Calculating the Broadcast Address:
The broadcast address converts all host bits to 1s...
Remember that our IP address in decimal is:
128.42.5.4 in binary: 10000000 00101010 00000101 00000100 The network mask is:
255.255.248.0 in binary: 11111111 11111111 11111000 00000000 This means our host bits are the last 11 bits of the IP address, because we find the host mask by inverting the network mask:
Host bit mask : 00000000 00000000 00000hhh hhhhhhhh To calculate the broadcast address, we force all host bits to be 1s:
128.42.5.4 in binary: 10000000 00101010 00000101 00000100 Host bit mask : 00000000 00000000 00000hhh hhhhhhhh ----------------------------------- [Force host bits] 10000000 00101010 00000111 11111111 ----> 128.42.7.255 Calculating subnets:
You haven't given enough information to calculate subnets for this network; as a general rule you build subnets by reallocating some of the host bits as network bits for each subnet. Many times there isn't one right way to subnet a block... depending on your constraints, there could be several valid ways to subnet a block of addresses.
Let's assume we will break 128.42.0.0/21 into 4 subnets that must hold at least 100 hosts each...
In this example, we know that you need at least a /25 prefix to contain 100 hosts; I chose a /24 because it falls on an octet boundary. Notice that the network address for each subnet borrows host bits from the parent network block.
Finding the required subnet masklength or netmask:
How did I know that I need at least a /25 masklength for 100 hosts? Calculate the prefix by backing into the number of host bits required to contain 100 hosts. One needs 7 host bits to contain 100 hosts. Officially this is calculated with:
Host bits = Log2(Number-of-hosts) = Log2(100) = 6.643
Since IPv4 addresses are 32 bits wide, and we are using the host bits (i.e. least significant bits), simply subtract 7 from 32 to calculate the minimum subnet prefix for each subnet... 32 - 7 = 25.
The lazy way to break 128.42.0.0/21 into four equal subnets:
Since we only want four subnets from the whole 128.42.0.0/21 block, we could use /23 subnets. I chose /23 because we need 4 subnets... i.e. an extra two bits added to the netmask.
This is an equally-valid answer to the constraint, using /23 subnets of 128.42.0.0/21...
Calculating the host number:
This is what we've already done above... just reuse the host mask from the work we did when we calculated the broadcast address of 128.42.5.4/21... This time I'll use 1s instead of h, because we need to perform a logical AND on the network address again.
128.42.5.4 in binary: 10000000 00101010 00000101 00000100 Host bit mask : 00000000 00000000 00000111 11111111 ----------------------------------- [Logical AND] 00000000 00000000 00000101 00000100 -----> 0.0.5.4 Calculating the maximum possible number of hosts in a subnet:
To find the maximum number of hosts, look at the number of binary bits in the host number above. The easiest way to do this is to subtract the netmask length from 32 (number of bits in an IPv4 address). This gives you the number of host bits in the address. At that point...
Maximum Number of hosts = 2**(32 - netmask_length) - 2
The reason we subtract 2 above is because the all-ones and all-zeros host numbers are reserved. The all-zeros host number is the network number; the all-ones host number is the broadcast address.
Using the example subnet of 128.42.0.0/21 above, the number of hosts is...
Maximum Number of hosts = 2**(32 - 21) - 2 = 2048 - 2 = 2046
Finding the maximum netmask (minimum hostmask) which contains two IP addresses:
Suppose someone gives us two IP addresses and expects us to find the longest netmask which contains both of them; for example, what if we had:
128.42.5.17
128.42.5.67
The easiest thing to do is to convert both to binary and look for the longest string of network-bits from the left-hand side of the address.
128.42.5.17 in binary: 10000000 00101010 00000101 00010001 128.42.5.67 in binary: 10000000 00101010 00000101 01000011 ^ ^ ^ | | | +--------- Network ---------+Host-+ (All bits are the same) Bits In this case the maximum netmask (minimum hostmask) would be /25
NOTE: If you try starting from the right-hand side, don't get tricked just because you find one matching column of bits; there could be unmatched bits beyond those matching bits. Honestly, the safest thing to do is to start from the left-hand side.
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The answer above hits the nail on the head perfectly. However, when I first started out, it took me a few different examples from a couple of sources for it to really hit home. Therefore, if you're interested in other examples, I wrote a few blog posts on the subject - http://www.oznetnerd.com/category/subnetting/
Admins, if this post is considered spam, please feel free to delete it.
Edit: As per YLearn's suggestion, I'll try to grab the relevant parts from Part 1 of my series, without pasting the whole entry here.
Let's use 195.70.16.159/30 as an example.
As it is a /30, we know the host portion is going to be in the fourth octet. Let's convert that to binary:
128 64 32 16 8 4 2 1 SN SN SN SN SN SN H H 1 0 0 1 1 1 1 1 Now to find out the network address all we do is add the SN bits that have a 1 underneath them, together. (128 + 16 + 8 + 4 = 156).
When you add this 156 to the first three octets of the address, we’re left with the Network Address 195.70.16.156.
Now, as we know that the first usable address is always the Network Address plus one, all we need to do is perform the following calculation: (156 + 1 = 157).
This gives us a First Usable Address of 195.70.16.157.
Now let’s skip the Last Usable Address for a moment and find the Broadcast Address. To find out what it is, all we need to do is add all of the H bits together (regardless of whether they are a 1 or a 0) and then add this number to the Network Address. (2 + 1 + 156 = 159).
This gives us a Broadcast Address of 195.70.16.159.
And finally, let’s work out the last usable address. This process is similar to finding the First Usable Address, however, instead of adding one to the network address, we actually subtract one from the Broadcast Address. (159 – 1 = 158).
This gives us a Last Usable Address of 195.70.16.158.
And there we have it! Template is complete. For easy reference, here it is again:
Network Address: 195.70.16.156
First Usable Address: 195.70.16.157
Last Usable Address: 195.70.16.158
Broadcast Address: 195.70.16.159
As a shortcut, you can also use this formula. It works on subnets of any size:
First Usable Address = Network Address + 1
Broadcast Address = Next Network Address – 1
Last Usable Address = Broadcast Address – 1
6
Tiny (almost insignificant) caveat: the Last Usable Address formula at the bottom works for all subnets except a /31... see RFC 3021. It's a small but relevant exception if someone tried to use your algorithm in code. 
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Methods of subnet masking
There are two methods of submasking: Straight and Short-cut.

Straight:
Use the binary notation method for both the address and the mask. Then apply the AND 
operation to get the block address. 

Class Default subnet mask No. of networks No. of host per network

A 255.0.0.0 256 16,777,214

B 255.255.0.0 65,536 65,534

C 255.255.255.0 16,77,216 126
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Subnet Cheat Sheet

CIDR SUBNET MASK WILDCARD 
MASK

# OF IP 
ADDRESSES

# OF USABLE IP 
ADDRESSES

/32 255.255.255.255 0.0.0.0 1 1
/31 255.255.255.254 0.0.0.1 2 2*
/30 255.255.255.252 0.0.0.3 4 2
/29 255.255.255.248 0.0.0.7 8 6
/28 255.255.255.240 0.0.0.15 16 14
/27 255.255.255.224 0.0.0.31 32 30
/26 255.255.255.192 0.0.0.63 64 62
/25 255.255.255.128 0.0.0.127 128 126

Presenter Notes
Presentation Notes
The short-cut method for the subnet mask

Shortcut:
IF the byte in the mask is 255, copy the byte in the destination address.
IF the byte in the mask is 0, then replace the byte in the address with 0.
IF the byte in the mask is neither 255 or 0, then write the mask and the address in binary and use the AND operation.
IF the extracted network address matches the local network ID�and the destination is located on the local Network, you can use the short-cut method. Otherwise, if if the extracted network address does not match the local network ID do not match, the message must be routed outside the local Network.
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Subnet Cheat Sheet

CIDR SUBNET MASK WILDCARD 
MASK

# OF IP 
ADDRESSES

# OF USABLE IP 
ADDRESSES

/24 255.255.255.0 0.0.0.255 256 254
/23 255.255.254.0 0.0.1.255 512 510
/22 255.255.252.0 0.0.3.255 1,024 1,022
/21 255.255.248.0 0.0.7.255 2,048 2,046
/20 255.255.240.0 0.0.15.255 4,096 4,094
/19 255.255.224.0 0.0.31.255 8,192 8,190
/18 255.255.192.0 0.0.63.255 16,384 16,382
/17 255.255.128.0 0.0.127.255 32,768 32,766

Presenter Notes
Presentation Notes
The short-cut method for the subnet mask

Shortcut:
IF the byte in the mask is 255, copy the byte in the destination address.
IF the byte in the mask is 0, then replace the byte in the address with 0.
IF the byte in the mask is neither 255 or 0, then write the mask and the address in binary and use the AND operation.
IF the extracted network address matches the local network ID�and the destination is located on the local Network, you can use the short-cut method. Otherwise, if if the extracted network address does not match the local network ID do not match, the message must be routed outside the local Network.
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Subnet Cheat Sheet

CIDR SUBNET MASK WILDCARD 
MASK

# OF IP 
ADDRESSES

# OF USABLE IP 
ADDRESSES

/16 255.255.0.0 0.0.255.255 65,536 65,534
/15 255.254.0.0 0.1.255.255 131,072 131,070
/14 255.252.0.0 0.3.255.255 262,144 262,142
/13 255.248.0.0 0.7.255.255 524,288 524,286
/12 255.240.0.0 0.15.255.255 1,048,576 1,048,574
/11 255.224.0.0 0.31.255.255 2,097,152 2,097,150
/10 255.192.0.0 0.63.255.255 4,194,304 4,194,302
/9 255.128.0.0 0.127.255.255 8,388,608 8,388,606

Presenter Notes
Presentation Notes
The short-cut method for the subnet mask

Shortcut:
IF the byte in the mask is 255, copy the byte in the destination address.
IF the byte in the mask is 0, then replace the byte in the address with 0.
IF the byte in the mask is neither 255 or 0, then write the mask and the address in binary and use the AND operation.
IF the extracted network address matches the local network ID�and the destination is located on the local Network, you can use the short-cut method. Otherwise, if if the extracted network address does not match the local network ID do not match, the message must be routed outside the local Network.
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Subnet Cheat Sheet
CIDR SUBNET MASK WILDCARD MASK # OF IP 

ADDRESSES
# OF USABLE IP 
ADDRESSES

/8 255.0.0.0 0.255.255.255 16,777,216 16,777,214
/7 254.0.0.0 1.255.255.255 33,554,432 33,554,430
/6 252.0.0.0 3.255.255.255 67,108,864 67,108,862
/5 248.0.0.0 7.255.255.255 134,217,728 134,217,726
/4 240.0.0.0 15.255.255.255 268,435,456 268,435,454
/3 224.0.0.0 31.255.255.255 536,870,912 536,870,910
/2 192.0.0.0 63.255.255.255 1,073,741,824 1,073,741,822
/1 128.0.0.0 127.255.255.255 2,147,483,648 2,147,483,646
/0 0.0.0.0 255.255.255.255 4,294,967,296 4,294,967,294
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Presentation Notes
The short-cut method for the subnet mask

Shortcut:
IF the byte in the mask is 255, copy the byte in the destination address.
IF the byte in the mask is 0, then replace the byte in the address with 0.
IF the byte in the mask is neither 255 or 0, then write the mask and the address in binary and use the AND operation.
IF the extracted network address matches the local network ID�and the destination is located on the local Network, you can use the short-cut method. Otherwise, if if the extracted network address does not match the local network ID do not match, the message must be routed outside the local Network.
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What is a subnet mask?
The IP address, subnet mask and gateway or router, together create an underlying structure 
called the Internet Protocol, that most networks use to facilitate inter-device communication.
When organizations require more subnetworking,  as their need for additional devices grow, 
subnetting divides the host element of the IP address to further increase the number of 
available subnets. The goal of subnet masks are to create more subnets. The phrase “mask” is 
applied because the subnet mask essentially uses its own 32-bit number to mask the IP address.
The subnet mask is used by the router to cover up the network address. It shows which bits are 
used to identify the subnet.
Every network has its own unique address. Like here, class B network has network
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Subnet masks hide your private servers
For instance, if you pinged to find the root IP address of your company website, and found it to 
be 192.124.145.26, what parts would you be able to use to create a subnet so you could still use 
your host server, but direct incoming and outgoing traffic to information housed on different 
subnets?

If you recall from an earlier slide, the first two sections of network are the network identifier 
(144.28.0.0) and the subnets are identified as 144.28.16.0 and 32.0. But to the outside world, 
the IP address is only seen as 144.28.0.0 for security. 

Presenter Notes
Presentation Notes
Subnet masks hide your private servers

A subnet mask is a 32-bit number created by setting host bits to all 0s and setting network bits to all 1s. In this way, the subnet mask separates the IP address into the network and host addresses.

The “255” address is always assigned to a broadcast address, and the “0” address is always assigned to a network address. Neither can be assigned to hosts, as they are reserved for these special purposes.

The IP address, subnet mask and gateway or router comprise an underlying structure—the Internet Protocol—that most networks use to facilitate inter-device communication.
When organizations need additional subnetworking, subnetting divides the host element of the IP address further into a subnet. The goal of subnet masks are simply to enable the subnetting process. The phrase “mask” is applied because the subnet mask essentially uses its own 32-bit number to mask the IP address.
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What is a subnet mask?
Every device has an IP address with two pieces: the client or host address and the server or 
network address. IP addresses are either configured by a Dynamic Host Configuration Protocol 
(DHCP) server or manually configured (static IP addresses). 
The subnet mask splits the IP address into the host and network addresses, thereby defining 
which part of the IP address belongs to the device and which part belongs to the network.

Every device has an IP address made up of two pieces: You can use a subnet mask to define the 
range of IP addresses that can be used within a network or subnet. A subnet mask separates an 
IP address into two parts: 1) Network bits, and 2) Host bits.
By adjusting a subnet mask, you can set the number of available IP addresses within a network.
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What is a subnet mask?

Every device has an IP address with two pieces: the client or host address and the server or network address. IP addresses are either configured by a Dynamic Host Configuration Protocol (DHCP) server or manually configured (static IP addresses). 
The subnet mask splits the IP address into the host and network addresses, thereby defining which part of the IP address belongs to the device and which part belongs to the network.

Every device has an IP address made up of two pieces: You can use a subnet mask to define the range of IP addresses that can be used within a network or subnet. A subnet mask separates an IP address into two parts: 1) Network bits, and 2) Host bits.
By adjusting a subnet mask, you can set the number of available IP addresses within a network.
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What is a subnet mask?
A common subnet mask for a home network would be: 255.255.255.0. 

This subnet mask lets you have up to 254 usable IP addresses in your home. You can use those 
address for all types of connected devices. Today, with all the technology we own, our phones, 
each laptop, computer, printer, smart tv’s, gaming equipment, and more each need their own IP 
address. Using subnet masking allows you to have so many devices in your home without any IP 
conflicts. With such a large number of devices, you might need a high-speed internet to avoid 
speed conflicts.
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What is a subnet mask?

This subnet mask lets you have up to 254 usable IP addresses in your home. You can use those address for all types of connected devices. Today, with all the technology we own, our phones, each laptop, computer, printer, smart tv’s, gaming equipment, and more each need their own IP address. Using subnet masking allows you to have so many devices in your home without any IP conflicts. With such a large number of devices, you might need a high-speed internet to avoid speed conflicts.
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Subnet masks break an IP address up into network bits and host bits. When a device sees the 
network and host bits of another device's IP address, it can figure out if the other device is part 
of the same network (home, business, etc.), or is somewhere else online.

Understanding how network bits and host bits are used

Presenter Notes
Presentation Notes
Subnet masks break an IP address up into network bits and host bits. When a device sees the network and host bits of another device's IP address, it can figure out if the other device is part of the same network (home, business, etc.), or is somewhere else online.

A subnet mask is a 32-bit number created by setting host bits to all 0s and setting network bits to all 1s. In this way, the subnet mask separates the IP address into the network and host addresses. The “255” address is always assigned to a broadcast address, and the “0” address is always assigned to a network address.



66 © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Convert the dotted-decimal representation of the netmask to binary. Then, count the number of 
contiguous 1 bits, starting at the most significant bit in the first octet (for example, the left-hand-
side of the binary number).

255.255.248.0 
in binary it equals: 11111111 11111111 11111000 00000000  

There are 21 1’s which equal “/21” 

The prefix of 128.42.5.4 with a 255.255.248.0 netmask is /21.

Calculating the netmask length (prefix)
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Convert the dotted-decimal representation of the netmask to binary. Then, count the number of contiguous 1 bits, starting at the most significant bit in the first octet (for example, the left-hand-side of the binary number).

255.255.248.0 
in binary it equals: 11111111 11111111 11111000 00000000  

There are 21 1’s which equal “/21” 

The prefix of 128.42.5.4 with a 255.255.248.0 netmask is /21.
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• A subnet is a logical organization of connected devices.
• Classes are used to divide a host into subnets.
• A host device will have the last two octets as 0.0 but the subnet last next to last will have 

numbers ranging from 8, 16, or 24 depending upon its class.

Subnet mask key takeaways
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Key Takeaways



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

What is a Classless Inter-Domain Routing (CIDR) notation?

Presenter Notes
Presentation Notes
What is a subnet?
 



69 © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

There is one more aspect of an IP address that is important to understand—the concept of a 
class. Each IP address belongs to a class of IP addresses depending on the number in the first 
octet. 
These classes are:

Classes you can and cannot use in subnetting

First Octet Value Class Example IP Address IPv4 Bits for Network ID Sizes
0-126  Class A 34.126.35.125 8

128-191 Class B 134.23.45.123 16

192-223 Class C 212.11.123.3 24

224-239 Class D 225.2.3.40 Used for multicast and cannot be used 
for regular internet traffic

240-255 Class E 245.192.1.123 Reserved and cannot be used on the 
public internet

Presenter Notes
Presentation Notes
Classes are important to know about in subnetting

There is one more aspect of an IP address that is important to understand - the concept of a class.
Each IP address belongs to a class of IP addresses depending on the number in the first octet. These classes are:


First Octet Value
Class
Example IP Address
0-126  
Class A
34.126.35.125
128-191
Class B
134.23.45.123
192-223
Class C
212.11.123.3
224-239
Class D
225.2.3.40
240-255
Class E
245.192.1.123

With standard IPv4 address classes, there are three network ID sizes: 8 bits for Class A (which allows for more hosts), 16 bits for Class B, and 24 bits for Class C (which allows for more sub networks). However, in many cases, standard sizes do not fit all. Subnetting allows you to have more control over the length of the network ID portion of an IP address beyond the bounds of the standard 8-, 16- or 24- bit lengths, so your network ID can have any size your heart desires and you have more say over the number of host devices per subnetwork.

The opposite of subnetting is supernetting, where you combine two or more subnets to create a single, supernet. You can refer to this supernet using a Classless Inter-Domain Routing (CIDR) prefix. 

What is the use of Class D and Class E IP addresses?
The uses of Class D and Class E IP addresses are mostly reserved for experimental purposes. For instance, a Class D IP address is almost exclusively reserved for multicasting applications. (Multicasting is a method of routing data on a computer network that allows a single or group of senders to communicate with a group of receivers). Unlike Classes A, B, and C, Class D is not available for use in normal networking operations. They don’t have subnet potential because there are no host bits within the Class D address space.
Class E is often cited as having been created for future use, research, and development. Although these IP addresses are reserved, their actual use has never developed. As a result, most network implementations disregard this class altogether. In fact, Class E is sometimes classified as illegal or undefined. The one exception is IP address 255.255.255.255, which can be used as a broadcast address (a network address in which devices connect to a multiple-access communications network).
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What is CIDR?
Both are IP addressing schemes that improve the allocation of IP addresses.

The general rule is that subnets are used at the organizational level but CIDRs are used at the 
ISP level and higher. 

Subnets: When you place a mask over the subnet, you instantly create an entire subnetwork 
that is a subordinate network of the internet. The subnet mask signals to the router which part 
of the IP address is assigned to the hosts (individual participants of the network) and which 
determines the network. 

CIDRs: This is a scheme to add suffixes to the integrate them directly into the IP address. Using 
CIDRs, you can not only create subnets, but also supernets. It also lets you subdivide a network 
more precisely, but lets you combine several networks. 
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CIDR notations
Previously, you were looking at a single IP address. But what if you want to send data to a range 
of IP addresses as in this example 192.168.1.0  and 192.168.1.255? How can you do that?

Classless Inter-Domain Routing (CIDR) notation is a compressed method of specifying a range of 
IP addresses. This method determines how many IP addresses are available to you. Here is an 
example of how to use a range of IP addresses. 

When you add a slash after the fourth integer and another number, that number specifies how 
many of the bits in the IP address are fixed. 

Earlier, you saw the /26 when you set up 3 subnets. This is another way of showing the range.
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Classless Inter-Domain Routing (CIDR) notation is a compressed method of specifying a range of IP addresses. This method determines how many IP addresses are available to you. Here is an example of how to use a range of IP addresses. 


When you add a slash after the fourth integer and another number, that number specifies how many of the bits in the IP address are fixed. 

Earlier, we saw the /26 when we set up 3 subnets. This is one way of showing the range.





72

CIDR notations
In this example, the first 24 bits of the IP address are fixed. The rest are flexible.

32 total bits subtracted by 24 fixed bits leaves 8 flexible bits. Each of these flexible bits can be 
either 0 or 1, because they are binary. That means that you have two choices for each of the 8 
bits, providing 256 IP addresses in that IP range.

This is slightly different than the easy way you learned to calculate the subnets earlier in this 
lesson. 
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In this example, the first 24 bits of the IP address are fixed. The rest are flexible.






32 total bits subtracted by 24 fixed bits leaves 8 flexible bits. Each of these flexible bits can be either 0 or 1, because they are binary. That means that you have two choices for each of the 8 bits, providing 256 IP addresses in that IP range.
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• Understand what CIDR notations are.
• How many characters of an IP address are fixed?
• Describe which classes are unusable.

Key takeaways
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Key Takeaways
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What is Amazon’s VPC?
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What is a subnet?
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What is Amazon’s VPC?
Amazon Virtual Private Cloud (Amazon VPC)  provides features that 
let you increase and monitor for Virtual Clouds hosted on AWS. 
While you can learn about the specific features at 
https://aws.amazon.com/vpc/features/, this section will discuss 
how subnets are used with AWS VPC.

One specific area of support enabled by AWS VPC is IP addressing. 

IP addresses allow resources in your VPC to communicate with 
each other and with resources over the internet. Amazon VPC 
supports both the IPv4 and IPv6 addressing protocols. 

Amazon Virtual Private Cloud 
(Amazon VPC)
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Core Amazon VPC concepts
Amazon VPC is the networking layer for Amazon EC2. The following are the key concepts for 
VPCs:
• CIDR block: Classless Inter-Domain Routing. An internet protocol address allocation and 

route aggregation methodology. 
• Internet gateway: A gateway that you attach to your VPC to enable communication between 

resources in your VPC and the internet.
• Route table: A set of rules, called routes, that are used to determine where network traffic is 

directed. This is not the document table we created earlier but some of the contents are 
similar. 

• Subnet: A range of IP addresses in your VPC.
• Virtual private cloud (VPC): A virtual network dedicated to your AWS account.
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Core Amazon VPC concepts contd
VPC endpoint: Use this service to privately connect your VPC to supported AWS services and 
VPC endpoint services powered by PrivateLink without requiring an internet gateway, NAT 
device, VPN connection, or AWS Direct Connect connection. 

PrivateLink establishes the connectivity between virtual private clouds (VPCs) and services 
hosted on AWS or on-premises, without exposing traffic between your VPC and the service to 
the internet. (See the image in the following slide.)

When you use PrivateLink, you create an endpoint for the service in your VPC. The elastic 
network interface in your subnet connects with a private IP address that serves as an entry 
point for traffic destined to the service. The following diagram shows the basic architecture to 
securely connect your VPC to an AWS service that supports AWS PrivateLink.
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Core Amazon VPC concepts contd
Instances in your VPC do not require public IP addresses to communicate with resources in the 
service. Traffic between your VPC and the other service does not leave the Amazon network. For 
more information, see AWS PrivateLink and VPC endpoints.
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Core Amazon VPC concepts contd
Instances in your VPC do not require public IP addresses to communicate with resources in the service. Traffic between your VPC and the other service does not leave the Amazon network. For more information, see AWS PrivateLink and VPC endpoints.


https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
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Amazon’s VPC Capabilities
In a VPC, you can create the following subnets:
• IPv4-only
• dual-stack
• IPv6-only subnets

You can also launch Amazon EC2 instances in these subnets. 
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IPv4-only
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You can also launch Amazon EC2 instances in these subnets. 
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Amazon’s VPC Capabilities contd
Amazon also gives you multiple options to assign public IP addresses to your instances. 
You can use the Amazon-provided: 
• Public IPv4 addresses
• Elastic IPv4 addresses
• or an IP address from the Amazon provided IPv6 CIDRs

Apart from this, you have the option to bring your own IPv4 or IPv6 addresses within the 
Amazon VPC that can be assigned to these instances. You can read more about IP addressing 
in your VPC in the VPC User Guide.

Note: To  that your instances can communicate with the internet, you must also attach an 
internet gateway to your VPC. For more information, see Internet gateways.
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Amazon’s VPC Capabilities contd
Amazon also gives you multiple options to assign public IP addresses to your instances. 
You can use the Amazon-provided: 
Public IPv4 addresses
Elastic IPv4 addresses
or an IP address from the Amazon provided IPv6 CIDRs

Apart from this, you have the option to bring your own IPv4 or IPv6 addresses within the Amazon VPC that can be assigned to these instances. You can read more about IP addressing in your VPC below:


IP addresses enable resources in your VPC to communicate with each other, and with resources over the internet. Amazon EC2 and Amazon VPC support the IPv4 and IPv6 addressing protocols. For more information, see Amazon EC2 instance IP addressing.
When you create a VPC, you assign it an IPv4 CIDR block (a range of private IPv4 addresses), an IPv6 CIDR block, or both (dual-stack). Private IPv4 addresses are not reachable over the internet. To connect to your instance over the internet, or to enable communication between your instances and other AWS services that have public endpoints, you can assign a public IPv4 address to your instance. IPv6 addresses are globally unique and can be configured to remain private or reachable over the Internet.


https://docs.aws.amazon.com/vpc/latest/userguide/subnet-cidr-reservation.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
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• How does the Amazon VPC method of handling subnetting differ from other cloud 
providers?

• Why does it handle subnetting in this manner? 
• Does Amazon VPC support one or both methods of IPv?
• What is AWS PrivateLink used for?

Key takeaways
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How Amazon VPC differs from other cloud providers
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Amazon VPC differs from cloud providers
Subnet basics at Amazon VPC
A subnet is a range of IP addresses in your VPC. That part is the same as anywhere else. 
However, you can launch AWS resources, such as EC2 instances, into a specific subnet. When 
you create a subnet, you specify the IPv4 CIDR block for the subnet, which is a subset of the VPC 
CIDR block. This is different from the way subnets are handled outside of Amazon.

Amazon’s VPC is scalable infrastructure that exists in the networking layer for Amazon’s Elastic 
Compute Cloud (EC2) product. That’s where this difference in handling subnets is accomplished.

In the Amazon VPC, each subnet must reside entirely within one Availability Zone and cannot 
span zones. By launching instances in separate Availability Zones, you can protect your 
applications from the failure of a single zone.
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Amazon’s VPC is scalable infrastructure that exists in the networking layer for Amazon’s Elastic Compute Cloud (EC2) product. That’s where this difference in handling subnets is accomplished.

In the Amazon VPC, each subnet must reside entirely within one Availability Zone and cannot span zones. By launching instances in separate Availability Zones, you can protect your applications from the failure of a single zone.




84

The Amazon VPC architecture
To understand the differences between how 
subnets are used outside of Amazon and inside 
using VPC, lets start by understanding the potential 
scale and architecture of Amazon’s network. 

Amazon’s infrastructure is made up of the 
following components:
• Regions: Physical locations around the world 

where multiple data centers are clustered. 
• Availability Zones: A group of data centers are 

called availability zones. These are physically 
separated within a geographic area, although all 
are within 100 km (60 miles) of each other.
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The Amazon VPC architecture
To understand the differences between how subnets are used outside of Amazon and inside using VPC, lets start by understanding the potential scale and architecture of Amazon’s network. 

Amazon’s infrastructure is made up of the following components:
Regions: Physical locations around the world where multiple data centers are clustered. 
Availability Zones: A group of data centers are called availability zones. These are physically separated within a geographic area, although all are within 100 km (60 miles) of each other.
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The Amazon VPC architecture contd
Data Centers: These are where multiple servers are housed. A data center can contain 
hundreds or even thousands of servers in large warehouses. 

Unlike other cloud providers, who often define a region as a single data center, the multiple 
AZ design of every AWS Region offers advantages for customers. 

Each AZ has independent power, cooling, and physical security and is connected via 
redundant, ultra-low-latency networks. AWS customers focused on high availability can 
design their applications to run in multiple AZs to achieve even greater fault-tolerance. AWS 
infrastructure Regions meet the highest levels of security, compliance, and data protection.
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Data Centers: These are where multiple servers are housed. A data center can contain hundreds or even thousands of servers in large warehouses. 

Unlike other cloud providers, who often define a region as a single data center, the multiple AZ design of every AWS Region offers advantages for customers. 

Each AZ has independent power, cooling, and physical security and is connected via redundant, ultra-low-latency networks. AWS customers focused on high availability can design their applications to run in multiple AZs to achieve even greater fault-tolerance. AWS infrastructure Regions meet the highest levels of security, compliance, and data protection.
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The Amazon VPC architecture contd
AWS provides a more extensive global footprint than any 
other cloud provider, and to support its global footprint 
and ensure customers are served across the world, AWS 
opens new Regions rapidly. AWS maintains multiple 
geographic Regions, including Regions in North America, 
South America, Europe, China, Asia Pacific, South Africa, 
and the Middle East.
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AWS provides a more extensive global footprint than any other cloud provider, and to support its global footprint and ensure customers are served across the world, AWS opens new Regions rapidly. AWS maintains multiple geographic Regions, including Regions in North America, South America, Europe, China, Asia Pacific, South Africa, and the Middle East.

Each AZ has independent power, cooling, and physical security and is connected via redundant, ultra-low-latency networks. AWS customers focused on high availability can design their applications to run in multiple AZs to achieve even greater fault-tolerance. AWS infrastructure Regions meet the highest levels of security, compliance, and data protection.
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IP address ranges and size relationships
The higher the number after the /, the smaller the number of IP addresses in your network. For 
example, a range of 192.168.1.0/24 is smaller than 192.168.1.0/16.

Note: When working with networks in the AWS Cloud, you choose your network size by using 
CIDR notation. In AWS, the smallest IP range you can have is /28, which provides 16 IP 
addresses. The largest IP range you can have is a /16, which provides 65,536 IP addresses.
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The higher the number after the /, the smaller the number of IP addresses in your network. For example, a range of 192.168.1.0/24 is smaller than 192.168.1.0/16.�
When working with networks in the AWS Cloud, you choose your network size by using CIDR notation. In AWS, the smallest IP range you can have is /28, which provides 16 IP addresses. The largest IP range you can have is a /16, which provides 65,536 IP addresses.
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Amazon VPC components
Amazon VPC comprises a variety of objects that will be familiar to customers 
with existing networks:
• A Virtual Private Cloud: A logically isolated virtual network in the AWS cloud. 

You define a VPC’s IP address space from ranges you select.
• Subnet: A segment of a VPC’s IP address range where you can place groups 

of isolated resources.
• Internet Gateway: The Amazon VPC side of a connection to the public 

Internet.
• NAT Gateway: A highly available, managed Network Address Translation 

(NAT) service for your resources in a private subnet to access the Internet.
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Amazon VPC comprises a variety of objects that will be familiar to customers with existing networks:
A Virtual Private Cloud: A logically isolated virtual network in the AWS cloud. You define a VPC’s IP address space from ranges you select.
Subnet: A segment of a VPC’s IP address range where you can place groups of isolated resources.
Internet Gateway: The Amazon VPC side of a connection to the public Internet.
NAT Gateway: A highly available, managed Network Address Translation (NAT) service for your resources in a private subnet to access the Internet.




89

Amazon VPC components contd
• Virtual private gateway: The Amazon VPC side of a VPN 

connection.
• Peering Connection: A peering connection enables you to 

route traffic via private IP addresses between two peered 
VPCs.

• VPC Endpoints: Enables private connectivity to services hosted 
in AWS, from within your VPC without using an Internet 
Gateway, VPN, Network Address Translation (NAT) devices, or 
firewall proxies.

• Egress-only Internet Gateway: A stateful gateway to provide 
egress only access for IPv6 traffic from the VPC to the Internet.
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Virtual private gateway: The Amazon VPC side of a VPN connection.
Peering Connection: A peering connection enables you to route traffic via private IP addresses between two peered VPCs.
VPC Endpoints: Enables private connectivity to services hosted in AWS, from within your VPC without using an Internet Gateway, VPN, Network Address Translation (NAT) devices, or firewall proxies.
Egress-only Internet Gateway: A stateful gateway to provide egress only access for IPv6 traffic from the VPC to the Internet.
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Why use Amazon VPC?
Amazon VPC lets you to build a virtual network in the AWS cloud -
no VPNs, hardware, or physical datacenters required. 

You can: 
• Define your own network space
• Control how your network and the Amazon EC2 resources 

inside your network are exposed to the Internet 
• Leverage the enhanced security options in Amazon VPC to 

provide more granular access to and from the Amazon EC2 
instances in your virtual network.
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Amazon VPC lets you to build a virtual network in the AWS cloud - no VPNs, hardware, or physical datacenters required. 

You can: 
Define your own network space
Control how your network and the Amazon EC2 resources inside your network are exposed to the Internet 
Leverage the enhanced security options in Amazon VPC to provide more granular access to and from the Amazon EC2 instances in your virtual network.
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What happens when I use the wizard?
Your AWS resources are automatically provisioned in a ready-to-
use default VPC. You can choose to create additional VPCs by going 
to the Amazon VPC page in the AWS Management Console and 
selecting "Start VPC Wizard".

You’ll be presented with four basic options for network 
architectures. After selecting an option, you can modify the size 
and IP address range of the VPC and its subnets. 

If you select an option with Hardware VPN Access, you will need to 
specify the IP address of the VPN hardware on your network. You 
can modify the VPC to add or remove secondary IP ranges and 
gateways or add more subnets to IP ranges.
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Your AWS resources are automatically provisioned in a ready-to-use default VPC. You can choose to create additional VPCs by going to the Amazon VPC page in the AWS Management Console and selecting "Start VPC Wizard".
 
You’ll be presented with four basic options for network architectures. After selecting an option, you can modify the size and IP address range of the VPC and its subnets. 

If you select an option with Hardware VPN Access, you will need to specify the IP address of the VPN hardware on your network. You can modify the VPC to add or remove secondary IP ranges and gateways, or add more subnets to IP ranges.
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• What is the largest architectural area in Amazon’s VPC?
• How does Amazon VPC handle IP address ranges and size relationships?
• What architectural area is the largest in Amazon’s VPC?
• What are some of the key things that are done when you use the Amazon VPC to create your 

VPC network environment?

Key takeaways
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